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Connection establishment in the Internet has remained unchanged from its orig-
inal design in the 1970s: rst, the path between the communicating endpoints
is assumed to always be open. It is assumed that an endpoint can reach any
other endpoint by simply sending a packet addressed to the destination. This
assumption is no longer borne out in practice: Network Address Translators
(NATs) prevent all hosts from being addressed, rewalls prevent all packets
from being delivered, and middleboxes transparently intercept packets with-
out endpoint knowledge. Second, the Internet strives to deliver all packets ad-
dressed to a destination regardless of whether the packet is ultimately desired
by the destination or not. Denial of Service (DoS) attacks are therefore common-
place, and the Internet remains vulnerable to ash wormes.

This thesis presents the End-Middle-End (EME) requirements for connec-
tion establishment that the modern Internet should satisfy, and explores the de-
sign space of a signaling-based architecture that meets these requirements with
minimal changes to the existing Internet. In so doing, this thesis proposes so-
lutions to three real-world problems. First, it focuses on the problem of TCP
NAT Traversal, where endpoints behind their respective NATs today cannot es-
tablish a direct TCP connection with each other due to default NAT behavior.
It presents a set of techniques, called STUNT, that solves this problem without
any changes to NATSs or to existing operating systems. In STUNT, the commu-

nicating endpoints use signaling to coordinate the creation of NAT state that



then enables a direct TCP connection. The second problem this thesis focuses
on is that of mitigating unwanted traf ¢ on the Internet, such as DoS attacks
and worms, originating from botnets. It presents a simple architecture, called
ShutUp, that mitigates unwanted traf c in a completely End-to-End (E2E) man-
ner without requiring any changes to the network. Trusted code near the source
of unwanted traf c, for instance in the virtualization layer, network card, or
nearby router, responds to signals from the destination by taking corrective ac-
tion. Finally, this thesis focuses on the broader problem of establishing con-
nections that adhere to all applicable network policy, including access control,
multihomed route control, and middlebox usage all open problems in today’s
Internet. This thesis presents the NUTSS architecture which takes into account
policy set by all stakeholders, including both the endpoints and the middle net-
works. NUTSS uses name-based signaling to negotiate high-level policy before
connection establishment, and couples it to address-based signaling for ef cient
enforcement during the connection lifetime. NUTSS does not change the proto-
col stack and can be deployed incrementally.

Solving each of the aforementioned problems requires a departure from the
original Internet architecture. Yet in this thesis clean-slate solutions are ex-
pressly avoided in favor of evolutionary changes. The central argument of this
thesis is that solving a wide range of architectural shortcomings of today’s In-

ternet, and incremental deployment are not mutually exclusive.
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CHAPTER 1
INTRODUCTION

The Internet was designed to provide a small but critical set of transport

services:

1. User-friendly naming of all Internet hosts (through DNS).

2. Network-level identi cation of all Internet hosts (through the IP address) and

best-effort delivery of datagrams to identi ed hosts.

3. Identi cation of the application on the host that should receive a given packet

(through the port number).

Implicit among these services was the idea that applications would individu-
ally take care of access control. The Internet! would deliver transmitted packets
to the target application, and it was up to the application to decide whether to
accept or reject the packet. A further implication of this approach is that there is
no danger in asking an application to process an incoming packet. The applica-
tion is assumed to be competent to look inside the packet and decide whether
or not to accept it. Industry recognized in the early 90’s that this approach was
wrong: DoS attacks can overwhelm an application, and because of either bugs
or just poor design, applications are incapable of securing themselves with cer-
tainty. The industry answer to this problem was the rewall, which effectively

enunciated a fourth critical requirement for the Internet transport service:

By Internet , we mean the naming and transport services provided by IP ad-
dresses, ports, and DNS for today’s xed Internet (including wireless access to the
wired Internet). Sensor networks and MANETs that perform their own naming and
routing separate from the Internet are not included in this de nition.



4. Blocking of unwanted packets before they reach the target application

(through packet Itersin rewalls).

Of course it is well-known that the Internet today is ill-equipped to sat-
isfy these four core requirements. The IP address shortage prevents all hosts
from being identi able in the network. Port numbers do not adequately iden-
tify applications anywhere outside of the operating system (OS) that created
the socket. As a result, rewalls cannot be certain what application is behind
a given port number. Thus rewals tend to use costly deep packet inspection,
and often err on the side of caution (preventing ows that might otherwise be

acceptable).

The rewall compromised the End-to-End (E2E) [103] nature of the Internet
architecture by placing a point of control outside of the end host. While this
development was widely viewed as negative [49], we and others [127] believe
that it is not only inevitable, but necessary and largely positive. A primary
reason for this is the fact that there may be multiple legitimate stakeholders in
a given packet ow the end user, the corporate IT department, or the ISP
each with their own policies. The E2E nature of the Internet does not easily
accommodate these policies. Another reason, however, is that sometimes it is
simply economically expedient to deploy a function in the middle, even if it
might ultimately be better done at the ends. Today there are often good reasons
to want to route packets through middleboxes other than rewalls: for instance,
virus scanners, web caches, traf c¢ shapers, performance enhancing proxies and
protocol translators (IPv4 to IPv6). These middleboxes sometimes interrupt E2E

semantics. The legitimate rise of middleboxes leads to another requirement:

5. Explicit negotiation of middlebox usage between the endpoints and networks



in the middle, including the ability to steer packets through middleboxes

not otherwise on the data-path between source and destination.

We refer to this set of ve requirements as the End-Middle-End (EME) naming
and addressing problem. Together they constitute what we consider to be the
absolute minimum set of requirements that the modern Internet should satisfy.
Put another way, a new standard sockets interface, and the networking infras-

tructure that supports it, should at a minimum satisfy the above requirements.

1.1 Clean Slate, Patches, or Evolution?

Before we discuss our proposed solution, it is worth taking a step back and
exploring the design space of any Internet architecture that solves today’s prob-
lems. There are three basic approaches: at one end of the spectrum is rearchi-
tecting the Internet from scratch  the so called Clean Slate approach. At the
other end are purely E2E patches that make use of existing (unmodi ed) net-
work infrastructure and require changes only at the endpoints. The third op-
tion is a middle ground where E2E techniques are combined with incremental
modi cations to the existing Internet architecture. This allows maximal reuse of

existing infrastructure while evolving the underlying architecture.

Clean slate redesign answers the question: How would we have designed
the Internet if we had had the hindsight of the last forty years of Internet evolu-
tion? There has been phenomenal change since when the Internet was de-
signed: the number of hosts once expected to be in the few thousands has

exploded to several billions; the friendly collaboration between networks has



given way to legal and economic agreements that bind networks; and the once-
open network, under constant siege by malicious parties with the ability to in-

ict widespread harm, is increasingly becoming less open. No doubt given full
hindsight a clean slate redesign of the Internet architecture would address a

majority of today’s problems.

A clean slate redesign cannot, however, anticipate future evolution of the In-
ternet. The evolution of the Internet has been marked by one disruptive tech-
nology after another  the World Wide Web (WWW), Peer-to-Peer (P2P), and
Instant Messaging and Online Social Networks, to name a few. The role of the
Internet itself has changed from remote access, to content delivery, to commu-
nication. A clean slate redesign before 1989 could not have accounted for the
WWW, the resulting commercialization of the Internet, and the problem that
would lead to (e.g. phishing). A redesign before 1999 would, arguably, have
paid little attention to the P2P model, choosing instead to optimize for the client-
server WWW. Today the Internet is undergoing yet another change; the emer-
gence of online social networks is transforming the Internet from primarily a
content-delivery platform to a platform for communication. It is therefore nazsve
to believe that a clean slate architecture based on the Internet of 2009 will be
ideal even ten years hence. Nor is there reason to believe that a clean slate re-
design is a one-shot solution; we are bound to seek clean slate solutions each
time the Internet evolves in unpredictable ways, with each iteration coming at

a deployment cost greater than the previous.

A pragmatic alternative is to solve problems within the con nes of today’s
Internet architecture  in essence, hacks and patches to the Internet. Patching

has two main bene ts over a clean slate approach. First, patching capitalizes



on already deployed infrastructure and existing expertise. As a result, costs can
be signi cantly lower than a clean slate redesign. Second, patching tends to be
expedient. While a clean slate redesign affects components across the protocol
stack, patching can target individual problems, resulting in a solution that can

potentially be deployed more easily.

The downside to patching, however, is that it leads to point solutions with
limited utility. At the same time, patching can be dangerous if it lacks fore-
sight. The design of Network Address Translation (NAT) to solve the IP ad-
dress space exhaustion problem is a prime example. NAT is largely transparent
to the private-client public-server communication model that was dominant in
the early '90s. As a result, NAT saw rapid deployment. Later when P2P ap-
plications were designed, in which any peer may communicate with any other
peer, NAT proved to be a fundamental stumbling block. A lot of time and effort
has since been expended on solving these problems; problems that, for the most

part, will be rendered moot when IPv6 eventually displaces NAT altogether.

What is needed, then, is a middleground that solves a large class of prob-
lems, and yet makes maximal use of existing infrastructure. Such an approach
can evolve the Internet architecture in an incrementally deployable manner.

This is the approach we take in this thesis.

1.2 Using Signaling for Internet Connection Establishment

The EME problem fundamentally stems from the lack of coordination between
the endpoints and the network. Ultimately, it is the endpoints that know

whether a connection should be allowed or not allowed, while it is the network



that is in a position to make that connection feasible or infeasible. Yet, today,
there is no direct communication between the two. This observation leads natu-
rally to the solution we explore in this thesis: the design of a signaling primitive,
which creates a dialog between the endpoints and the network, that can solve

the End-Middle-End problem in an incrementally deployable manner.

The design space for asignaling primitive is de ned by three key axes, which
correspond to the answers to the questions: who participates, where they are lo-
cated, and how they are contacted. The answer to what information is conveyed
by signaling and when depends on the speci ¢ problem, but broadly it is un-
derstood to be metadata that endpoints and in-network elements can use to

con gure their behavior towards a connection when needed.

Who participates: Signaling can be performed between only the endpoints,
or only between elements in the middle of the network, or between both end-
points and the middle. Endpoint-only signaling corresponds to the current In-
ternet architecture with a dumb network and intelligent endpoints. Middle-
only signaling corresponds to an intelligent network and dumb endpoints,
much like the telephone network. Involving both endpoints and the middle

in the signaling allows connection establishment intelligence to be shared.

Where are participants located: Signaling elements in the middle of the net-
work can be located either onpath (i.e., along the physical path between the end-
points over which data will ow), or offpath (i.e., off on the side). Discovering
onpath elements simply requires sending a packet to the destination, but for dis-
covering offpath elements, the architecture must provide some discovery mech-
anism. Signaling, then, can be onpath-only, offpath-only, or a combination of

the two. Onpath-only corresponds to the current Internet architecture that does



not have a separate control-plane. Offpath-only corresponds to an architecture
with a control-plane that is tightly coupled to the data-plane. This is because, ul-
timately, elements on the data-plane must enforce control-plane decisions; since
the data-plane elements do not participate in signaling, the control-plane must
have full knowledge of the data-plane and must directly drive data-plane ele-
ments. A combination of offpath and onpath signaling allows for a loosely cou-
pled control-plane. In this case, control-plane decisions can be more abstract,
which the data-plane elements can then make concrete depending on the actual

path taken by the data.

How are participants contacted: Signaling can be implicit or explicit. Im-
plicit signaling is when the act of sending a data packet triggers elements in
the network; the Internet architecture today is an example, where the rst data
packet establishes connection state in middleboxes. Explicit signaling is when
the endhost engages in a separate signaling protocol to network elements be-
fore sending the rst data packet. While implicit signaling is simpler, explicit

signaling conveys richer information about the connection.

Broadly speaking, the more parties involved in signaling, and therefore the
more information that is available during connection establishment, the more
functionality that can be provided. At the same time, the farther away from the
current Internet, which only has a data-plane, the more the deployment chal-
lenges. Figure 1.1 illustrates this design space and plots where the solutions
to various End-Middle-End problems explored in this thesis lie. In the gure,
the x-axis corresponds roughly to increasing functionality, and the y-axis corre-

sponds roughly to increasing deployment challenges 2.

2Taking only technical issues into consideration. Issues of incentives and costs are discussed
in later sections.
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Figure 1.1: Design space for a signaling primitive, and where the systems
presented in this thesis lie in comparison to existing networks.

As mentioned, the current Internet architecture corresponds to the endhost-
only onpath-only implicit signaling design point in the Figure. In contrast, the
telephone network uses complex signaling protocols (e.g., [99]) between gate-
ways to negotiate such advanced functionality as mobility, billing, and steering
(e.g., voice mail) before the direct voice circuit is created; this corresponds to the
explicit middle-only offpath-only design point. The other three design points,
namely STUNT, ShutUp, and NUTSS, represent our most practical solutions to
the respective problems of NAT Traversal, unwanted traf ¢, and rewalls and

middleboxes. We discuss these three systems in more detail below.



1.2.1 STUNT: NAT Traversal

First, we tackle the problem of NAT Traversal. The problem arises from the
fundamental constraint of network address translation: multiple hosts behind a
NAT share the same (external) IP address. When a host behind the NAT initiates
a connection to an external host, the NAT creates state based on the connection
5-tuple (addresses, ports, protocol) that allows it to correctly route packets in
the reverse direction. If, however, the external host initiates the connection, the
NAT cannot disambiguate which internal host to route the connection to. When
two hosts behind their respective NATs wish to communicate, neither host can

successfully initiate the connection since each is external to the other’s NAT.

In Chapter 2, we present a comprehensive set of solutions to the NAT traver-
sal problem. In recent years, solutions have been developed for traversing NAT
boxes using UDP (that is, establishing UDP ows between hosts behind NATS).
The UDP solution relies on the connection-less nature of UDP to create NAT
state. Unlike UDP, however, TCP requires connection initiation packets to be
received and acknowledged by the destination before the connection is estab-
lished [89]. Since NATs prevent delivery of these packets, TCP NAT traversal
is more dif cult. Indeed, TCP NAT traversal was considered impossible until

recently when we proposed our solution.

STUNT establishes TCP connections between hosts behind NATs without
any changes to existing NATs, or to existing endhost protocol stacks. We lever-
age the existing implicit signaling channel between the endhost and the NAT
(that is, the act of initiating a connection) simultaneously on both ends to create
the necessary state in both NATs. Explicit signaling between the two endpoints

is needed to synchronize the connection establishment attempt.



Since our original proposal, other researchers have proposed additional TCP
traversal approaches. The success of all these approaches depends on how NAT
boxes in the real-world respond to various sequences of TCP (and ICMP) pack-
ets. To settle this question, we perform the rst broad study of NAT behavior
for a comprehensive set of TCP NAT traversal techniques over a wide range of
commercial NAT products. We develop a publicly available software test suite
for this purpose that measures the NAT responses both to a variety of isolated
probes and to complete TCP connection establishments. We test sixteen NAT
products in the lab, and 87 home NATSs in the wild. Using these results, as well
as market data for NAT products, we estimate the likelihood of successful NAT
traversal for home networks. We nd that NATs deployed on the Internet to-
day can be traversed successfully 85% 90% of the time using the techniques

presented in Chapter 2.

1.2.2 ShutUp: Reducing Unwanted Traf ¢

In Chapter 3, we take a fresh perspective on the problem of unwanted traf c

DosS attacks and Internet worms. The majority of existing defense proposals
assume a purely in-network architecture, requiring changes to routers deployed
deep in the Internet core or requiring new infrastructure to be deployed at spe-
ci c points in the network. We pose, and answer in the af rmative, the question
of whether a purely E2E architecture can solve DoS and worms. The challenge
in doing so is to design the simplest set of primitives and mechanisms that ad-

dress both classes of unwanted traf ¢ within the same general framework.

We present the design of a ShutUp Service , whereby the recipient of DoS

10



traf c explicitly signals the sender to slow down or stop. Tamper-proof end-
host software, implemented for instance with trusted platforms and virtual ma-
chines, reacts to the signal by taking the appropriate action. The same basic
approach is used to slow down the spread of ash worms: non-vulnerable end-
hosts that a worm attempts to infect explicitly signal the sender to block address

or port scans performed by the worm.

As purely a deployment expedient, the design allows in-network elements
to play the same role for a group of endhosts. ShutUp requires only minimal
changes to the endhost, which can be achieved with buy-in from a small number
of vendors, and requires no changes to Internet protocols or to the network. We
present a detailed security analysis and show through experimentation that the

service has little impact on legitimate traf c.

1.2.3 NUTSS: End-Middle-End Connection Establishment

In Chapter 4, we present the NUTSS architecture, protocol design, and imple-
mentation that satis es the End-Middle-End requirements for connection es-
tablishment. NUTSS takes into account the combined policies of endpoints and
network providers. Speci cally, NUTSS solves a wide range of problems on the
Internet, including access control, middlebox steering, multi-homing, mobility,

and protocol negotiation.

While NUTSS borrows liberally from other proposals (URI-like naming, sig-
naling to manage ephemeral IPv4 or IPv6 data ows), NUTSS is unique in
that it uses explicit offpath and onpath signaling, and couples the two using

lightweight mechanisms. As a result, NUTSS requires no changes to existing
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network protocols, and combined with recent NAT traversal techniques, works
with IPv4 and existing NATs and rewalls. Overall, NUTSS represents an ar-
gument that advanced connection establishment functionality, and incremental

deployment are not mutually exclusive.

1.3 Evolving the Real-World Internet

Impact in the real world owes perhaps a small fraction to the research that went
into it, and the majority to the engineering effort. A discussion about evolving
the Internet without the engineering perspective is incomplete. In Chapter 5
we chronicle our efforts within the Internet Research Task Force (IRTF) and the
Internet Engineering Task Force (IETF) to bridge the gap between research and

practice.

We have succeeded in incorporating the lessons learned from STUNT into
the speci cations of designing NATs [7, 45, 110], and in incorporating the
STUNT mechanism into the Session Traversal Utilities for NAT (STUN) and In-
teractive Connectivity Establishment (ICE) toolkits that application developers
can use to traverse NATs [98, 96]. With NUTSS, we experienced a more mixed
result within the End-Middle-End Research Group (EMERG) formed speci -

cally to explore the architectural implications.

Finally, in Chapter 6, we conclude this thesis by re ecting on the challenges
in bridging the gap from research to practice that go largely unnoticed by the re-
search and engineering communities. Given the money at stake for companies
maintaining and extending the Internet, we believe a purely technical perspec-

tive on evolving the Internet is no longer suf cient. Asresearchers, we must rise

12



to the challenge of tackling not only the technological issues, but doing so in a
way that is aligned with the business interests of those who are in a position to

bring the research into practice.
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CHAPTER 2
STUNT: RESTORING GLOBAL CONNECTIVITY THROUGH NATS

The Internet architecture today is vastly different from that envisioned when
TCP/IP was designed. Firewalls and Network address and port translators
(NATs) often make it impossible to establish a connection even if it does not
violate policy. NATs break the IP connectivity model by preventing hosts on
the external side of the NAT from initiating a connection with a host behind the
NAT since the external host cannot name the internal host using an IP address.
If both endpoints are behind their respective NAT, ordinary TCP cannot be es-
tablished since the end initiating the TCP is outside the other end’s NAT. The
problem is not speci ¢ to NATs; rewalls too have this problem, albeit because

rewalls unilaterally block packets. Even if the connection would be allowed
according to each end’s rewall security policy, for instance, if the rewall pol-
icy is that internal hosts may initiate TCP connections and both hosts wish to
initiate, still neither host’s packet is delivered to the other host as each host
is outside the other’s rewall. In Section 2.3 of this chapter, we present our
original set of workarounds that establish a TCP connection without the use of
proxies or tunnels, and review more recent proposals [24, 11, 28]. These ap-
proaches set up the necessary connection state on the NAT or rewall! through
a carefully crafted exchange of TCP packets. However, because NAT behavior
is not standardized?, not all NATs in the wild react the same way, causing these

approaches to fail in various cases. Understanding such behavior in NATs and

For the remainder of this chapter, the term NAT is understood to include rewalls.

2At the time this research was conducted (early 2005), there existed no Internet RFC specify-
ing how NATs should behave. Indeed, the research presented in this chapter led directly to RFC
5382 [45], which lays out the NAT Behavioral Requirements for TCP.
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measuring how much they detract from the original goal of universal connec-

tivity in the Internet is crucial to integrating them cleanly into the architecture.

To illustrate the NAT problem, consider for instance Alice and Bob who wish
to communicate with each other. Both Alice and Bob disallow unsolicited con-
nections by hiding behind a NAT or by con guring their rewalls to drop in-
bound SYN packets. Yet when both Alice and Bob agree to establish a connec-
tion, there is no way to do so without recon guring their NAT since Alice’s
SYN is dropped by Bob’s NAT and vice versa. Even so, NATs and rewalls
have become a permanent part of the network infrastructure and will continue
to remain so for a long time. Even if IPV6 is deployed globally, IPv4-IPv6 NATs
will be needed during the lengthy transition, and IPv6 rewalls will be needed
for security. As a result, mechanisms that enable two consenting hosts behind

NATs to communicate with each other are needed.

This problem has been solved for UDP by STUN [100]. STUN leverages the
basic NAT translation mechanism [109]: NATs maintain a mapping between the
internal IP address and port, and the external IP address and port allocated for
the rstoutbound packet of a ow; any packets to the external address and port
are translated and routed to the internal address and port. In STUN, Alice sends
a UDP packet to Bob. Although this packet is dropped by Bob’s NAT, it causes
Alice’s NAT to create local state that allows Bob’s response to be directed to Al-
ice. A third party that both Alice and Bob are in contact with informs Bob that
Alice attempted to contact him from her allocated external address and port.
Bob then sends a UDP packet to Alice. Alice’s NAT considers it part of the rst
packet’s ow and routes it through, while Bob’s NAT considers it a connection

initiation and creates local state to route Alice’s responses. This approach is
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used by Skype, a popular VoIP application [9]. Unfortunately, establishing TCP
is more complicated. Once Alice sends her SYN packet, her OS stack as well as
her NAT expect to receive a SYNACK packet from Bob in response. However,
since the SYN packet was dropped, Bob’s stack doesn’t generate the SYNACK.
Proposed workarounds to the problem [24, 11, 28] are complicated, their inter-
actions with NATs in the wild are poorly understood, and the extent to which
they solve the problem is not known. Consequently, applications such as the

le-transfer module in Skype, which require reliably in-order delivery that TCP
is designed to provide, reinvent the wheel by building on top of UDP. While
such approaches may work, we believe it is important that wherever possible,
applications use the native OS TCP stack. This is in part to avoid increasingly
complex protocol stacks, but more importantly because TCP stacks have, over
the years, been carefully optimized for high performance and congestion friend-

liness.

In summary, this chapter describes ve contributions. First, it identi es and
describes the complete set of NAT characteristics important to TCP NAT traver-
sal. Second, it reports on the prevalence both of these individual characteristics
and of the success rate of peer-to-peer TCP connections for the various proposed
approaches. Third, based on these measurements, it suggests modi cations to
the proposed approaches. Fourth, it provides insights for application develop-
ers into the implementation issues pertaining to NAT traversal. Additionally, it
describes a public-domain software toolkit that can be used to measure NATs
as they evolve, and can serve as the basis of TCP NAT traversal in P2P appli-
cations. Finally, the results presented in this chapter have been used to guide
the standardization process of NATs and rewalls, making them more traversal

friendly without circumventing security policies.
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2.1 TCP NAT-Traversal

In this section we discuss the TCP NAT-traversal approaches that have been
proposed in recent literature. All approaches share certain elements in common:
First, in all the approaches, both ends initiate a TCP connection; this is neces-
sary since NAT state for TCP connections can only be created by an outbound
SYN packet. Second, each approach then reconciles the two TCP attempts into
a single connection through different mechanisms. The reconciliation mecha-
nism used triggers different behavior in different NATs causing the proposed
approaches to fail in many instances. Third, each approach must predict the
address and port the SYN will appear to come from so the other side can create
the correct NAT mapping. This is performed through port prediction. Port pre-
diction allows a host to guess the NAT mapping for a connection before sending
the outbound SYN. Fourth, each approach also requires some coordination be-
tween the two hosts. This is accomplished over an out-of-band channel such as
a connection proxied by a third party or a UDP/STUN session. Once the direct
TCP connection is established, the out-of-band channel can be closed. Finally, it
is possible for either endpoint to be behind multiple NATs®. In such cases the
result of each approach depends on a composite of the behavior of all the NATs
and rewalls in the path. For brevity we overload the term ‘NAT’ to mean the

composite NAT/ rewall.
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Figure 2.1: STUNT #1 Approach. Solid lines are TCP/IP and ICMP pack-
ets pertaining to the connection attempt while dotted lines are
control messages sent over an out-of-band channel.

2.11 STUNT

In [48], we proposed two approaches for traversing NATs. In the rst approach
(STUNT #1), illustrated in 2.1, both endpoints send an initial SYN with a TTL*
high enough to cross their own NATs, but small enough that the packets are
dropped in the network (once the TTL expires). The endpoints learn the initial
TCP sequence number used by their OS’s stack by listening for the outbound
SYN over PCAP or a RAW socket. Both endpoints inform a globally reach-
able STUNT server of their respective sequence numbers, following which the
STUNT server spoofs a SYNACK to each host with the sequence numbers ap-
propriately set. The ACK completing the TCP handshake goes through the net-
work as usual. This approach has four potential problems. First, it requires the
host to determine a TTL both large enough to cross its own NATs and small
enough to not reach the other end’s NAT. Such a TTL does not exist when
the two outermost NATs share a common interface. Second, the ICMP TTL-

exceeded error may be generated in response to the SYN packet and be inter-

3sometimes referred to as dual or double NAT
4IP time-to-live eld
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Figure 2.2: STUNT #2 Approach. Solid lines are TCP/IP and ICMP pack-
ets pertaining to the connection attempt while dotted lines are
control messages sent over an out-of-band channel.

preted by the NAT as a fatal error. Third, the NAT may change the TCP sequence
number of the initial SYN such that the spoofed SYNACK based on the original
sequence number appears as an out-of-window packet when it arrives at the
NAT. Fourth, it requires a third party to spoof a packet for an arbitrary address,
which may be dropped by various ingress and egress lters in the network.

These network and NAT issues are summarized in Table 2.1.4.

In the second approach (STUNT #2) proposed in [48], similar to the one pro-
posed in [24], only one host sends out a low-TTL SYN packet. This sender then
aborts the connection attempt and creates a passive TCP socket on the same ad-
dress and port. The other endpoint then initiates a regular TCP connection, as
illustrated in Figure 2.2. As with the rst case, the host needs to pick an appro-
priate TTL value and the NAT must not consider the ICMP error a fatal error. It
also requires that the NAT accept an inbound SYN following an outbound SYN

a sequence of packets not normally seen.
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Figure 2.3: NATBIlaster Approach. Solid lines are TCP/IP and ICMP pack-
ets pertaining to the connection attempt while dotted lines are
control messages sent over an out-of-band channel.

2.1.2 NATBIlaster

In [11], the authors propose an approach similar to the rst STUNT approach
but do away with the IP spoo ng requirement (Figure 2.3). Each endpoint sends
out a low-TTL SYN and notes the TCP sequence number used by the stack. As
before, the SYN packet is dropped in the middle of the network. The two hosts
exchange the sequence numbers and each crafts a SYNACK packet the other ex-
pects to receive. The crafted packet is injected into the network through a RAW
socket; however, this does not constitute spoo ng since the source address in
the packet matches the address of the endpoint injecting the packet. Once the
SYNACKSs are received, ACKs are exchanged completing the connection setup.
As with the rst STUNT approach, this approach requires the endpoint to prop-
erly select the TTL value, requires the NAT to ignore the ICMP error and fails
if the NAT changes the sequence number of the SYN packet. In addition, it
requires that the NAT allow an outbound SYNACK immediately after an out-

bound SYN another sequence of packets not normally seen.
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Figure 2.4: P2PNAT Approach. Solid lines are TCP/IP and ICMP pack-
ets pertaining to the connection attempt while dotted lines are
control messages sent over an out-of-band channel.

2.1.3 Peer-to-Peer NAT (P2PNAT)

In [28], the authors take advantage of the simultaneous open scenario de ned in
the TCP speci cations [89]. As illustrated in Figure 2.4, both endpoints initiate
a connection by sending SYN packets. If the SYN packets cross in the network,
both the endpoint stacks respond with SYNACK packets establishing the con-
nection. If one end’s SYN arrives at the other end’s NAT and is dropped before
that end’s SYN leaves that NAT, the rst endpoint’s stack ends up following
TCP simultaneous open while the other stack follows a regular open. In the lat-
ter case, the packets on the wire look like the STUNT #2 approach without the
low TTL and associated ICMP. While the P2PNAT approach proposed in [28]
does not use port-prediction, the approach can bene t from it when available.
As with the STUNT # approach, P2PNAT requires that the NAT accept an in-
bound SYN after an outbound SYN. In addition, the approach requires the host
to retry failed connection attempts in a tight loop until a timeout occurs. If in-
stead of dropping the SYN packet a NAT responds to it with a TCP RST, this

approach devolves into a packet ood until the timeout expires.
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2.1.4 Implementation

We implemented STUNT #1 and #2, NATBIaster, and P2PNAT on both Linux
and Windows. We also developed a Windows device driver that implements
the functionality required by the approaches that are not natively supported by
Windows. The STUNT # approach requires superuser privileges under both
Windows and Linux to overhear the TCP SYN packet on the wire and learn its
sequence number. In order to set the TTL on the rst SYN packet, we use the
| P_TTL socket option under Linux and our driver under Windows. We also im-
plemented the STUNT server and host it behind an ISP that does not perform
egress Itering in order to spoof arbitrary addresses. While the server was able
to spoof most SYNACKSs, it was not successful in spoo ng SYNACKS where
both the source and destination were in the same administrative domain and
the domain used ingress lItering. When possible, an additional STUNT server
is installed inside such domains. The STUNT #2 approach requires the driver
to set the TTL under Windows. The NATBIaster approach requires superuser
privileges to learn the sequence number of the SYN and to inject the crafted
SYNACK through a RAW socket. Due to a restriction introduced in Windows
XP SP2, the approach requires the driver to inject this packet. The P2PNAT ap-
proach requires the OS to support TCP simultaneous open; this is supported
under Linux and Windows XP SP2 but not by Windows XP prior to SP2. On
Windows XP SP1 and earlier, our driver adds support for this. These imple-

mentation issues are summarized in the top half of Table 2.1.4.

We found that setting the TTL is problematic under Windows; therefore, we
consider the consequences of not using it. If the TTL is not reduced, the rst

SYN sent by one of the hosts reaches the other end’s NAT before that end’s SYN
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Table 2.1: NAT and network issues encountered by various TCP NAT-
traversal approaches as well as the implementation issues we
encountered. Section 2.1.4 describes each issue in detail.

Approach | NAT/Network Issues | Linux Issues | Windows Issues
STUNT #1 Determining TTL Superuser priv. Superuser priv.
ICMP error Setting TTL
TCP Seg# changes
Spoo ng
STUNT #2 Determining TTL Setting TTL
ICMP error
SYN-out SYN-in
NATBIlaster Determining TTL Superuser priv. Superuser priv.
ICMP error Setting TTL
TCP Seg# changes RAW sockets (post WinXP SP2)
SYN-out SYNACK-out
P2PNAT TCP simultaneous open TCP simultaneous open (pre WinXP SP2)
Packet ood
STUNT #1 default-TTL RST error Superuser priv. Superuser priv.
TCP Seg# changes TCP simultaneous open (pre WinXP SP2)
Spoo ng
STUNT #2 default-TTL RST error
SYN-out SYN-in
NATBIlaster default-TTL RST error Superuser priv. Superuser priv.
TCP Seg# changes RAW sockets (post WinXP SP2)

SYN-out SYNACK-out

TCP simultaneous open (pre WinXP SP2)




exits the same NAT. The NAT can either silently drop the inbound packet, or
respond with an ICMP unreachable error or a TCP RST/ACK. The response, if
any, may trigger transitions in the sender’s NAT and OS stack unaccounted for
by the approach. If the TTL for the other end’s SYN packet is not reduced either,
the SYN may reach the intended destination triggering unforeseen transitions.
The behavior may be favorable to the ultimate goal if, for instance, it triggers a
TCP simultaneous-open, or it may be detrimental if it confuses the stack or NAT.
To test the outcome of not lowering the TTL, we implement modi ed versions
of the above approaches that use the default TTLs set by the operating system.

Issues encountered are summarized in the bottom half of Table 2.1.4.

The astute reader will have noticed that the detailed description promised
for each issue in Table 2.1.4 has been omitted from this section. This is inten-
tional. We encourage the reader to contact the author for these details and a

small reward.

2.2 Experiment Setup

We have de ned the STUNT client-server protocol that both tests NAT/ rewall
behavior and assists in establishing TCP connections between NATed peers. A
complete protocol description is available in [43]. The protocol is implemented
by our test applications comprising of a client component and server compo-
nent. As shown in Figure 2.5, the client is run on a host behind one or more
NATs while the server is external to all of them. The STUNT test client detects
the composite behavior of all the NATs and rewalls between the client and the

server. While both the test client and server require superuser privileges to an-
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Figure 2.5: A possible experiment setup for STUNT. Client component is
behind multiple NATs and the server component is outside all
of them. The behavior determined by STUNT is the composite
of the individual NAT behaviors.

alyze raw packets on the wire, the requirement can be dropped for the client
in exchange for a small loss in functionality. The server, in addition, requires
at least two network interfaces to properly differentiate between various NAT
port allocation algorithms in use. The tests performed by the client and the NAT

characteristics inferred from them are described later in Section 2.3.

We used the client to test a diverse set of sixteen NATs in the lab (Table 2.2).
These include one of each brand of NAT that we could nd in online stores in
the United States. The NATs tested also include software NAT implementations
in popular operating systems. In each lab test, the client host was the only host
internal to the NAT. To measure the latency introduced by the approaches, the
server was located on the same Ethernet segment as the external interface of
that NAT. The client host was set to not generate any network traf ¢ other than

that caused by the test client.

In addition to these lab tests, we also tested NAT boxes in the wild. The main

reason for this was to expose our test software to a wider range of scenarios than
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Table 2.2: NATs tested in the lab, chosen to represent a variety of brands
and implementations.

| Brand | Model | Firmware |
3Com 3C857 2.02
Allied Telesyn | AT-AR220E R1.13
Belkin F5D5231-4 1.0.0
Buffalo WYR-G54 1.0r31
Checkpoint VPN-1/FireWall-1 (NGAI) release 55
DLink DI1-604 3.30
Linksys BEFSR41 1.40.2
Linux iptables 2.4.20
Netgear RP614 5.13
Netopia 3386 8.0.10
Open BSD pf 3.5
SMC SMC7004VBR R1.00
Trendnet TW100-S4W1CA 1.02.000.267
USR 8003 1.04 08
VMWare Workstation 45.2
Windows XP | Internet Connection Sharing | SP2

we could reproduce in the lab, thus improving its robustness and increasing
our con dence in its operation. In addition, it provided a sample, albeit small,
of what types of NAT we can expect to see in practice. Experimenting with
NATs in the wild was vital to the impact created by this work: at the time this
experiment was conducted, there were no de ned speci cations for NATs to
follow and the behavior of deployed NATs with respect to non-common-case
traf c (i.e. non outbound 3-way handshake) was poorly understood; this work

lead directly to de ning such a speci cation [45].

For testing against NATs in the wild, we requested home users to run the
test client. This tested 87 home NATs (16 unique brands) being used by CS
faculty and students at Cornell and other universities. Test traf ¢ was in ad-
dition to typical network activity on the client host and other hosts behind the

NAT and included web browsing, instant messaging, peer-to-peer le-sharing,
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Table 2.3: Observed market share of NAT brands in our sample set and
worldwide SOHO/Home WLAN market share of each brand in
Q1 2005 according to Synergy Research Group

Market
Brand Sample | Survey
Linksys 24.1% 28.8%
D-Link 9.2% 20.2%
Netgear 6.9% 14.7%
Buffalo Technologies | 1.1% 10.9%
Belkin 9.2% 4.6%
Other 49.4% | 20.9%

email, etc. The resulting data draws from a mix of NAT brands with both
new and old models and rmware; however, it admits a bias in the selection
of NATs given the relatively small user base with most of them living in the
north-eastern United States. This discrepancy is evident in Table 2.2, where the
observed popularity of brands in our sample is listed under ‘Sample’ and the
worldwide SOHO/Home WLAN market share of the brands in the rst quarter
of 2005 as per the Synergy Research Group [120] is listed under ‘Market Survey’.
In particular, Buffalo Technologies and Netgear were under-represented in our
sample and the percentage of other brands was signi cantly higher. The full list

of home NATs tested is available in [44].

2.3 NAT TCP Characteristics

In this section, we identify how different NATs affect TCP NAT-traversal ap-
proaches. We identify ve classi cations for NAT behavior; namely, NAT map-
ping, endpoint packet Itering, Itering response, TCP sequence number pre-

serving and TCP timers. The classi cations and the possible values that a NAT
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Table 2.4: Important categories distinguishing various NATS.

| Classi cation | Values |

NAT Mapping Independent
Address

Port

Address and Port
Connection
Endpoint Filtering | Independent
Address

Port

Address and Port
Response Drop

TCP RST

ICMP

TCP Seqg# Preserved

Not preserved
Timers Conservative
Aggressive

can receive in each class are listed in Table 2.3. We use the STUNT testing client
and server described earlier in Section 2.2 to classify a collection of sixteen NATs
in the lab and eighty-seven NATs in the wild. The full set of test results with a

wider set of classi cations is available in [44].

2.3.1 NAT Mapping

A NAT chooses an external mapping for each TCP connection based on the
source and destination IP and port. Some NATSs reuse existing mappings under
some conditions while others allocate new mappings every time. The NAT Map-
ping classi cation captures these differences in mapping behavior. This knowl-
edge is useful to hosts attempting to traverse NATs since it allows them to pre-

dict the mapped address and port of a connection based on previous connec-
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Table 2.5: NAT Mapping test behavior observed. Natl 5 show the 5 dif-
ferent mapping patterns that are observed in practice. Nat6 is
a possible mapping pattern that has not been observed in our

sample set.
#| From | To | Natl | Nat2 | Nat3 Nat4 | Nat5 | Nat6
1| a:p |BEQ|AP AP AP A Py A P A P
2| aip |BEQ|AP A P A P+1 A P, A P A P
3| aip |BQ|AP A P A P+2 A P; A P A P
4| a:p |[BBR|AP A P+1 A: P+3 A Py AP+l | AP
5| ap |BR|AP A P+1 A P+4 A Ps AP+l | AP
6| ap |BR|AP A P+1 Al P+5 A: Pg AP+l | AP
71ap |CR|AP A P+2 A: P+6 A Py A P+l | A P+1
8| aip |ICR|AP A P+2 A P+7 A: Pg A P+l | A P+1
9| aip |[CR|AP A P+2 A: P+8 A Pq A P+1 | A P+1
10| a:p |[CQ|AP A: P+3 A: P+9 A P A P A P+1
11| a:p |[CQ|AP A: P+3 A P+10 A Py A P A P+1
12 a:p |[CQ|AP A: P+3 A P+11 A P A P A P+1
13| a:s |B:Q|A'S A'S A'S AS A'S A S
Classi cation | NB: NB:Address | NB: NB: NB NB:
Independent | and Port, Connection; | Connection~ | Port; Address;
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Figure 2.6: TCP connections established to nd NAT Mapping classi ca-
tion. Client uses the same local IP address and port a: p to
connect three times to two ports Qand R on two servers at IP
addresses Band C. The pattern of mapped address and port for
each connection determines the NAT Mapping classi cation.

tions. For UDP, it is known that some NATs assign a xed address and port for
all connections originating from a xed source address and port [100]. We test
for similar behavior for TCP in the STUNT client. The client establishes 12 con-
nections in close succession from a xed local address and port a: p to various
server addresses and ports as shown in Figure 2.6 and tabulated in Table 2.3.
Each connection is closed before the next is initiated. The server echoes back
the mapped address and port it perceives to the client. For example, the rst
connection is initiated from local address and port a: p to the server at B: Q the

NAT allocates A: P for the connection, which the server echoes back. The con-
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nection is closed, and a second connection is initiated from the same local port
to the same server port; four out of the six types on NATs (Natl 2,Nat5 6) reuse
the A: P allocation, while Nat3 allocates a new external port A: P+1 and Nat4
allocates a random other port (A: P,). The third connection once again contacts
the server at B: Q the fourth connection contacts the server at a different port
(B: R), and so on. The test is repeated multiple times for different choices of the

local port (e.g. row 13).

We notice several distinct patterns among the mapped ports shown as Natl
Nat6 in Table 2.3. Let the mapping allocated for the rst connection be called
A: P for each NAT. Natl reuses this mapping as long as the client source ad-
dress and port of a new connection matches that of the rst connection. We
classify this behavior as NB:Independent since the mapping is determined only
by the source address and port and is independent of the destination address
and port. This is equivalent to cone behavior in [100] extended to include TCP.
Nat2 reuses the mapping only if both the source and destination address and
port for the new connection match the rst connection. Such NATs are classi-

ed NB:Address and Port; since both the destination address and port affect the
mapping. The subscript ‘;” signi es that the difference between new mappings,
denoted by , is 1. [113] shows that for UDP, is xed for many NATs and is
usually 1 or 2. We nd that the same holds for TCP as well. All of the NATs
we encountered, however, have = 1. Nat3 allocates a new mapping for each
new connection, however, each new mapping has port = 1 higher than the
previous port. We classify Nat3 as NB:Connection;. Nat4, like Nat3, allocates a
new mapping for each TCP connection but there is no discernable pattern be-
tween subsequent mappings. We classify such NATs NB:Connection< where the

subscript ‘<’ indicates a random . Nat5 is a variation of Nat2 where the map-
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Table 2.6: NAT mapping types observed in a set of 16 NATs in the lab, and
that estimated for NATs in the wild based on our sampling of
81 home NATs and worldwide market shares.

| NAT Mapping | Lab | Wild |
NB:Independent 9170.7%
NB:Address and Port; 3| 23.1%
NB:Connection; 3| 3.6%
NB:Port; 0| 2.2%
NB:Address 0| 0.0%
NB:Connection< 1| 0.5%

ping is reused if the destination port matches in addition to the source address
and port. Nat6 is similar except the destination address needs to match instead
of the port. Together Nat5 and Nat6 are classi ed NB:Port; and NB:Address;

respectively. NATs 2 6 display symmetric behavior as per [100].

Table 2.3.1 shows the relative proportion of each type of NAT. Column 2
shows the number of NATs from our testbed of sixteen NATs that were classi-
ed as a particular type. A majority of them are NB:Independent. The only one
that is NB:Connection< is the NAT implementation in OpenBSD’s pf utility. We
also noticed that our Netgear RP614 NAT with rmware 5.13 is NB:Connectiong,
however, more recent Netgear NATs such as MR814V2 with rmware 5.3 05 are
NB:Independent. Column 3 estimates the behavior of NATs in the wild. The es-
timates are computed by taking the proportion of each type and brand of NAT
from eighty-one home NATs sampled and scaling them with a correction fac-
tor chosen to overcome the bias in our sample. The correction factor for each
brand is the ratio between the surveyed and observed market shares presented
in Table 2.2. The factor serves to increase the contribution of under-represented
brands in the estimated result and decrease the contribution of over-represented

brands. While our estimates are indicative of the general trend to the best of
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Figure 2.7: TCP packets exchanged for Endpoint Filtering test. Client es-
tablishes a connection to B: Q Packet (1) is an inbound SYN
from a different address and port (C. W, (2) from the same ad-
dress but different port (B: W and (3) from the same port but
different address (C. Q. The response to each of these deter-
mines the Endpoint Filtering classi cation.

our knowledge, we note that in an industry changing at the rate of 47% per
year [120] the accuracy of any results is short lived at best. Nevertheless, we
estimate a majority of the NATSs (70.7%) to be NB:Independent and almost none
to be NB:Connection<. A signi cant percent (29.3%) of NATs have symmetric
behavior as de ned in [100]. Consequently in a large fraction of cases, multiple
connections from the same port will not be assigned the same mapping and ap-
plications must employ the more sophisticated port-prediction techniques de-

scribed later.

2.3.2 Endpoint Filtering

Both NATs and rewalls may Iter inbound packets addressed to a port unless
certain conditions are met. If no NAT mapping exists at that port, a NAT is

forced to Iter the packet since it cannot forward it. If a mapping exists, how-
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Table 2.7: NAT endpoint Itering behavior observed. Nat1’ Nat4’ show 4
different Itering behaviors that are observed for inbound SYN
packets after an internal host establishes a connection from a: p
to B: Qwith allocated mapping A: P.

| #| From | To | Natl’ | Nat2’ | Nat3' | Nat4” |
1| CW| A P | accepted Itered Itered Itered
2| B:W | A P | accepted Itered accepted Itered
3| CQ | A P|accepted Itered Itered accepted
Classi cation | EF:Independent | EF:Address | EF:Address | EF:Port
and Port

ever, or if it the device isa rewall, then it may require that the source address
and/or port of the inbound packet match the destination of a preceding out-
bound packet. These differences in conditions that trigger ltering are captured
by the Endpoint Filtering classi cation. The STUNT test client determines this
by rst establishing NAT state by connecting to the server. It then requests the
server to initiate connections to the mapped address and port from different

addresses and ports as shown in Figure 2.7.

The different Itering behaviors observed for the test are tabulated in Ta-
ble 2.3.2. Nat1’ accepts all three SYN packets. Such NATs allow inbound TCP
connections independent of the source address and port as long as necessary
state exists for routing the request. We classify such NATs as having the end-
point Itering behavior EF:Independent. Nat2® Iters all the packets thus requir-
ing the source of the inbound TCP packet match both the address and port of
the destination of the connection that created the mapping. The endpoint |-
tering of such NATs is classi ed EF:Address and Port. Nat3’ and Nat4’ allow in-
bound packets from the same address or port as the destination address of the
connection but Iter packets from a different address or port respectively. We

classify the endpoint Itering behavior of such NATs as EF:Address and EF:Port
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Table 2.8: NAT endpoint Itering types observed in a set of 16 NATs in
the lab, and that estimated for NATs in the wild based on our
sampling of 87 home NATs and worldwide market shares.

| Endpoint Filtering | Lab | Wild |
Address and Port 12 | 81.2%
Address 1|12.3%
Independent 3| 6.5%

respectively. In general we nd that endpoint Itering behavior of a NAT is
independent of NAT mapping behavior. The subclassi cations of cone NATs
de ned in [100] translate as follows: full cone is equivalent to NB:Independent
and EF:Independent, restricted cone is NB:Independent and EF:Address and Port

and port restricted cone is NB:Independent and EF:Port.

Table 2.3.2 shows the endpoint Itering classi cation for sixteen NATS in
the lab and the estimated percentage of NATs in the wild. The estimates are
computed based on the market survey as described earlier. 81.2% of the NATs
are estimated to be EF:Address and Port while only 6.5% are EF:Independent.
This implies that in most cases, to establish a connection between two NATed
hosts an outbound SYN must be sent from each end before inbound packets are

accepted.

TCP State Tracking

NATs implement a state machine to track the TCP stages at the endpoints and
determine when connection state can be garbage-collected. While all NATs han-
dle the TCP 3-way handshake correctly, not all of them implement the corner
cases of the TCP state machine correctly, thereby prematurely expiring connec-

tion state. The STUNT client and server test how NAT/ rewall implementa-
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Table 2.9: Percentage of NATs not accepting various packet sequences. In-
bound packets (-in) are in response to preceding outbound pack-
ets (-out). ICMP code used is TTL-exceeded (non-fatal error).

| Sequence | Filtered |
SYN-out SYNACK-in 0%
SYN-out SYN-in 13.4%
SYN-out ICMP-in SYNACK-in 7.0%
SYN-out ICMP-in SYN-in 22.7%
SYN-out RST-in SYNACK-in 19.8%
SYN-out RST-in SYN-in 27.8%

tions affect TCP NAT-traversal approaches by replaying the packet sequences

observed for these approaches.

Table 2.3.2 lists some of the packet sequences tested. We estimate that
13.4% of NATs do not support TCP simultaneous open where an outbound SYN
is followed by an inbound SYN. This affects the P2PNAT approach, which re-
guires at least one end support simultaneous open as well as the second STUNT
approach. 7.0% Iter inbound SYNACK packets after a transient ICMP TTL-
exceeded error. A similar number of NATs drop the inbound SYN packet after
the ICMP but accept it in the absence of the error. This behavior affects all the
approaches that set low TTLs on SYN packets. A fair number of NATs (27.8%)
accept inbound SYN packets even after the SYN packet that created the connec-
tion state is met with a fatal TCP RST. This mitigates the issue of spurious RSTs
that some approaches contend with. Not mentioned in the table is the sequence
SYN-out SYNACK-out that is required for the NATBIlaster approach. We did
not test this case widely due to restrictions introduced by Windows XP SP2. In

the lab, however, we found that the D-Link NAT (DI-604) does not support it.
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Filtering Response

When an inbound packet is Itered by a NAT it can choose to either drop the
packet silently or notify the sender. An estimated 91.7% of the NATs simply
drop the packet without any noti cation. The remaining NATs signal an error

by sending back a TCP RST acknowledgment for the offending packet.

2.3.3 Packet Mangling

NATs change the source address and port of outbound packets and the desti-
nation address and port of inbound packets. In addition, they need to translate
the address and port of encapsulated packets inside ICMP payloads so hosts can
match ICMPs to their respective transport sockets. All the NATs in our sample
set either perform the ICMP translation correctly or Iter the ICMP packets,
which are not always generated in the rst place. Some NATs change the TCP
sequence numbers by adding a constant per- ow offset to the sequence num-
ber of outbound packets and subtracting the same from the acknowledgment
number of inbound packets. We estimate that 8.8% of NATs change the TCP Se-
guence Number. Consequently in some cases, TCP NAT-traversal approaches
that require the initial sequence number of the packet leaving the NAT cannot

use the sequence number of the SYN at the end host in its stead.

234 TCP Timers

NATsand rewallscannotinde nitely hold state since it makes them vulnerable

to DosS attacks. Instead they expire idle connections and delete connection state
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Figure 2.8: NAT timers in effect during a TCP connection. (1) Timer in
SYN_SENT state, (2) Timer in established state, (3) Timer in
TIME_WAIT.

for crashed or misbehaving endpoints. In addition, they monitor TCP ags and
recover state from connections explicitly closed with a FIN/FINACK exchange
or RST packets. They might allow some grace time to let in- ight packets and
retransmissions be delivered. Once connection state has been de-allocated, any
late-arriving packets for that connection are Itered. NATs typically use differ-
ent timers for these cases, as illustrated in Figure 2.8. At location 1 and 3 in
the gure, NATs use a short timer to expire connections not yet established or
connections that have been closed respectively. RFC 1122 [13] requires that all
Internet hosts wait for 4 minutes (2 MSL®) for in- ight packets to be delivered;
however, most operating systems wait for about 1 minute instead. At location
2 in the gure, NATs use a longer timer for idle connections in the established
state. RFC 1122 requires that TCP stacks should walit for at least 2 hours between

sending TCP- Keepal i ve packets over idle connections.

SMaximum Segment Length
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The STUNT test client checks the NAT timers for compliance with current
practice and RFCs. It does so by performing three timed tests to check each
case separately. In the rst test, a TCP connection is initiated by the client, but
the SYNACK from the server is delayed by a little under a minute. In the sec-
ond test, the connection is established and left idle for a little under 2 hours, at
which point a couple of bytes are sent across from the server. In the third test,
the connection is established and then closed but the last ACK from the server is
delayed by about a minute. In each case if the packet sent from the server after
the introduced delay is delivered to the client then the corresponding timer is
termed conservative, otherwise it is termed aggressive. We estimate only 22.6% of
the NATSs have conservative timers for all three cases while 31.3% have a conser-
vative timer for the second case. 21.4% of the NATs have an extremely aggres-
sive timer for the second case where they expire an established connection after
less than 15 minutes of inactivity. This implies that applications should not rely

on idle connections being held open for more than a few minutes.

2.4 Port Prediction

Port prediction allows a host to predict its own mapped address and port for a
connection it is about to initiate. It therefore allows two hosts to initiate a con-
nection with each other’s mapped address and port even though the mapping is
allocated by the NAT after the connection is initiated. Figure 2.9 shows a typical
TCP NAT-traversal attempt using port-prediction information. Inthe gure, we
assume that A has already determined the type of NAT it is using. When client
Awishes to establish a connection with client B, A rst establishes a TCP connec-

tion to the STUNT server and learns the mapping. Based on the NB:type of NAT
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Figure 2.9: Port-prediction in TCP NAT-Traversal approaches.

M A predicts the mapping for the next connection. B does the same and both A
and B exchange their predictions over an out-of-bound channel. Each end then
initiates a connection to the other’s mapped address and port by sending a SYN
packet. The remainder of the packets exchanged is designed to reconcile the two
TCP attempts into one connection and vary from one NAT-Traversal approach
to another as described in Section 2.1. The period between the rst SYN and the
SYN for the target connection may be a window of vulnerability depending on the
type of NAT M For some types of NAT, if another internal host A’ behind NAT
Minitiates an outbound connection in this period, Mwill allocate the mapping

predicted by A to the connection from A’ instead.

Port-prediction depends on the NAT Mapping type explored earlier in Sec-
tion 2.3.1. If the NAT is of type NB:Independent then the mapping for the con-
nection to the STUNT server will be reused for any connection initiated soon
afterward from the same source address and port. Since the reuse of the map-

ping is completely under the client’s control, the window of vulnerability does
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not exist in this case. However, this approach introduces a latency of 2 RTT®
to the STUNT server before the mapping can be predicted. For a possible op-
timization, we noticed that a number of NATs usually allocate a mapped port
equal to the source port used by the client. We term these NATSs port preserving.
Clients behind such a NAT can, with high probability, predict the mapped port
without rst establishing a connection to the STUNT server. If the NAT is not
NB:Independent but hasa xed then a connection initiated immediately after
the server connection will have a mapped port higher than the mapped port
observed by the server. Since the mapping changes from connection to connec-
tion, a rogue connection attempt in the window of vulnerability can steal the
mapping. In addition, this approach fails if the predicted mapping is already in

use, causing the NATs allocation routine to skip over it.

We implemented port-prediction in the STUNT test client and predicted
mappings for seventy-nine home users for an hour. Every minute, the test client
initiates a connection to the STUNT server from a source address and port and
learns the mapping allocated. Next it uses the same source address and port to
initiate a connection to a remote host setup for the purpose of this experiment.
The test client checks the mapping actually observed for the second connec-
tion against the one predicted based on the mapping for the rst and type of
NAT. Port-prediction is successful if and only if they match. The predictions
are performed while users use their host and network normally. This includes
web browsers, email readers, instant messaging and le-sharing applications
running on the client host and other hosts behind the same NAT. 89.8% of the
NB:Independent NATs are port preserving. This represents a big win for in-

teractive applications that implement the optimization above. We nd that in

6Round-trip time

41



82.3% of the cases the port was predicted correctly every time. This includes
all but one of the NB:Independent NATs and 36.4% of the non-NB:Independent
NATs. For the remaining 63.6% of the latter variety, at least one time out of the
sixty another host or application stole the mapping the test client predicted for
itself. In one particular case, the client host behind a NB:Connection; NAT was
infected with a virus that generated several randomly-addressed SYN packets
per second causing all predictions to fail! In another case, the user initiated a
VPN connection midway through the test causing all subsequent requests to be
sent over the VPN and thus through a different type of NAT. This suggests that
long-running applications may cache the NAT mapping type for some time but
must revalidate it from time to time. Overall, in 93.7% of the cases, more than
three-fourths of the port-predictions were correct. Hence after a failed attempt

if an application simply retries the connection, it is likely to succeed.

2.4.1 Effect of Port-Prediction Vulnerability Window

Outbound connections initiated by other applications or internal hosts during
the window of vulnerability can foil a port-prediction attempt. This window
of vulnerability lasts for about 3 RTT as illustrated in Figure 2.9. In [133],
the authors measure RTTs for 16 million host-pairs and nd that under nor-
mal network operation the maximum RTT is 1 second (250ms in the median
case). Given this, we try to answer the question: what is the likelihood that a

port-prediction attempt will fail due to another interfering connection attempt.

We rst try to understand how typical hosts initiate connections. We traced

TCP SYN packets from 641 hosts in the Cornell CS Department to hosts outside
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Figure 2.10: CDF of length and inter-arrival time of bursts.

for 33 days for a total of 13.6 million TCP connections. The hosts traced included
hosts used by faculty, staff and students as their primary terminals, data acqui-
sition and compute clusters but not webservers, mail servers and other hosts
placed in the DMZ. The trace was collected at the department’s rewall that
only allows outbound connections. We nd that the arrival of new connections
is bursty in accordance with the observations made in [25]. Hosts established
about 820 connections per day on average but 88.8% of the connections were
initiated within 5 seconds of another connection from the same host. This is be-
cause a large fraction of the connections are HTTP requests where the browsers

download a website and then initiate additional connections to same or other

servers for content embedded in the webpage.
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We clustered these connections into bursts where a sequence of connections
from a host with at most 5 seconds between connections is clustered together.
This resulted in 1.52 million bursts. For each burst, we de ne the length of the
burst as the time between the rst and last connection in that burst. The inter-
burst interval of two sequential bursts for the same host is de ned as the time
between the last connection of the rst burst and the rst connection of the sec-
ond burst. Figure 2.10 shows the CDF of burst lengths and inter-burst intervals
observed. 61.0% of the bursts have a length less than 1 second while 95% of
bursts have length less than 14 seconds. The median inter-burst interval, on
the other hand, is 26 seconds. Together this suggests that if a port-prediction
attempt is made, it is more likely to fall in the gap of inactivity between two

bursts and therefore succeed.

To quantify the how often port-prediction attempts will be interrupted by
rogue connection attempts, multiple active hosts behind the same NAT need
to be modeled. The type of the NAT is irrelevant as we only need to deter-
mine the likelihood of seeing a SYN packet in the window of vulnerability. This
likelihood increases with the number of hosts in the internal network thereby
decreasing the chances of a successful port-prediction. We simulate multiple
internal hosts by picking a group of k hosts from our trace. Their traced con-
nection requests are replayed while a simulated client application running on
one of the hosts attempts port-prediction. The window of vulnerability is set to
3 seconds corresponding to 3 times the maximum RTT observed. We compute
the probability of success by computing the fraction of time a port-prediction
attempt can be initiated without it being interrupted by a rogue connection at-
tempt in its window of vulnerability. This simulation is repeated for all groups

of size k in our trace and the resulting CDF is shown in the semi-log plot in Fig-
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Figure 2.11: Estimated probability of uninterrupted port-predictions for
various home network topologies

ure 2.11. The gure shows success rates for different k’s where k = 1 represents
one host behind a NAT while k = 8 represents eight hosts behind the same NAT.
We nd that in the one-host case, more than 95% of the port-predictions are suc-
cessful for 96% of the networks simulated. In the median case, 99.92% of the
predictions are correct. As the number of internal hosts increases, the chance
of success drops. The mean probability of success drops from 98.9% in the one-
host case to 97.7% in the two-host case to 96.7% and 95.3% for three and four

internal hosts respectively.

We combine these results for different k with the distribution of internal

hosts in US households. Table 2.4.1 lists the number of computers in US house-
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Table 2.10: Number of computers owned in US households according to
Mintel International Group Limited.

Hosts | Fraction of US households
One 61%
Two 27%
Three 8%
Four+ 4%

holds based on a market survey conducted by Mintel International Group Lim-
ited [74]. While home networks with more than one host are extremely likely
to use NATSs, networks with one host may not. The same survey also nds
that 82% of homes with high-speed Internet connections use wireless routers
that by default act as NATs. We compute a weighted sum of the mean success
rates of port-prediction attempts for k = 1; 2; 3; 4 weighed by the proportion of
households using NATs with as many internal hosts. The simulation results
from above already incorporate the fact that not all computers in a home are
powered on all the time, therefore we do not compensate for that here. The
weighted sum thus calculated is 98% , which represents our best estimate for
the likelihood of an uninterrupted port-prediction attempt in the Internet to-
day. This does not represent the probability of a successful TCP setup between
peers, since additional NAT effects need to be taken into account, as discussed

in Section 2.5.

2.4.2 Problems

Port prediction has several corner cases where it can fail. In Figure 2.12, if A uses
STUNT server T to predict an address and port when trying to establish a con-

nection to C, it would end up learning NAT Ms external address instead of NAT
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Figure 2.12: Problematic scenarios for port-prediction.

O's external address. Port prediction requires that the line of NATs between the
client and STUNT server be the same as that between the client and the most
external NAT of the endpoint it wishes to connect with. Therefore A somehow
needs to discover S in order to connect to C. If, however, A wishes to commu-
nicate with B and both use STUNT server S then their port prediction attempts
can interfere with each other, preventing either from correctly predicting the
port. In addition, even if the port is predicted correctly, both A and B will end
up using O's external address. This scenario is called a hairpin translation since
A’s SYN addressed to B’s predicted address and port (Os external address in
this case) will be delivered to O, which needs to send it back out on an internal
interface. Not all NATs handle hairpin translations correctly and we estimate
this erroneous behavior to be as high as 70.1% based on tests performed by the

STUNT test client.

The port-prediction technique described earlier does not handle NB:Connection<
NATS, since it assigns sequential connections randomly. In [11] the authors pro-
pose an interesting technique for handling such cases that uses the birthday
paradox to cut down on the number of guesses before a collision is found. The

technique initiates 439 connections such that the guessed port will match one of
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them with 95% probability. Unfortunately, we nd that some NATSs, like Net-
gear, limit the total number of pending connection attempts to 1000, causing
this approach to quickly sti e the NAT. Fortunately, very few NATs demon-

strate NB:Connection< behavior, mitigating the problem.

2.5 TCP Establishment

In this section, we estimate the success of the various NAT traversal approaches,
as well as report our experience with peer-to-peer TCP establishment for a small
wide-area testbed. The success of TCP NAT-traversal approaches depends on
the behavior of all NATs between the two hosts, as well as the activity of other
hosts behind the NATs. Section 2.3 analyzes a variety of NATs in isolation
while Section 2.4 analyzes competing network activity and its effect on port-
prediction. Combining the results from these sections we can quantitatively

estimate the success of each NAT traversal approach.

We make the following assumptions about the deployment of the TCP-
traversal approaches. We assume that STUNT servers are deployed widely
enough to ensure that for each pair of hosts, there is a STUNT server that meets
the port-prediction requirements and can spoof packets appearing to come from
the mapped address and port of each host. We assume that host network stacks
can be xed so all software issues at the ends are resolved. Lastly, since we lack
data to model the scenarios presented in Section 2.4.2, we assume the contribu-
tion from such scenarios to be negligible. As a result of these assumptions, our

estimates may be optimistic.
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Peer-to-peer TCP establishment depends on the NATs at both end. An end-
point with an unpredictable NAT may still be able to establish a connection if
the other endpoint’s NAT is predictable but not if it is unpredictable. We es-
timate TCP connectivity in the wild by considering all pairs of NAT behavior
observed in practice. Figure 2.13 plots the estimated success rate of various
TCP NAT traversal approaches. We plot the two STUNT approaches (#1 and
#2), and NATBIaster and P2PNAT as proposed in [48, 11, 28]. In addition, we
plot modi ed versions of STUNT #1 and #2 and NATBIlaster approaches that do

not use low TTLs. We also plot a modi ed version of the P2PNAT approach that
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uses port-prediction. There is a race condition between the SYN packets in some
of these approaches that leads to spurious packets for certain NAT-pairs. The
light-gray bars represent the success rate when each end has an equal chance of
winning the race; this corresponds to simultaneous invocation of the approach
on both ends. The dark-gray bar represents the success rate when the race is
broken in favor of a successful connection; this corresponds to two separate in-
vocations of the approach where for the rst invocation, one end is initiated
slightly before the other while for the second invocation, the order is reversed.
The attempt is declared successful if either invocation succeeds in establishing

a TCP connection.

As shown in the graph, the original approaches proposed succeed between
45.5% to 73.2% of the time for P2PNAT and STUNT #1 respectively. Breaking
the race condition in the original STUNT #2 approach by trying it once from
each end boosts its success to 86.0%. Similarly, adding port-prediction to the
P2PNAT approach allows it to handle symmetric NATS, increasing its success
rate to 84.9%. Surprisingly, modifying the original approaches to not use low
TTLs bene ts all of them by 5%! Breaking the race conditions thus introduced
yields the best success rates of 89.1% and 88.8% for the two modi ed STUNT

approaches and 84.7% for the modi ed NATBIlaster approach.

The unexpected bene ts to not using low-TTL SYNs are explained as fol-
lows. A large fraction of NATs silently drop the rst SYN packet (Section 2.3.2)
and only a small fraction of NATs Iter inbound SYN packets after the out-
bound SYN packet (Table 2.3.2). Consequently in a large number of cases, the
modi ed approaches end up triggering TCP simultaneous open even though

they do not intend to. The small penalty they pay for NATs that generate a TCP
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Figure 2.14: Network of 12 clients for peer-to-peer TCP NAT-traversal
tests.

RST response is more than compensated for by the successful TCP simultaneous
opens. This advantage is eroded if more NATSs respond with TCP RST packets

or if the endhost’s operating system does not support TCP simultaneous open.

2.5.1 Implementation

We implemented the above approaches in a peer-to-peer program written in C.
The program was run on 12 windows clients connected in a LAN as shown in
Figure 2.14 as well as a slightly larger set of 20 clients connected over a WAN.
Each client randomly picks another client and attempts to establish TCP with
it. While all the approaches work as advertised, we limit this discussion to
STUNT #2 without low-TTL and P2PNAT with port-prediction. This is because
these two approaches perform as well as STUNT #1 and NATBIaster, and are
additionally easier to deploy globally; in contrast, the STUNT #1 approach re-
quires a broad deployment of servers that can spoof arbitrary packets while the
NATBIlaster approach requires RAW socket functionality that has been removed

following security concerns in Windows XP.
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Figure 2.15: Semi-log plot of time taken to successfully establish a connec-
tion or report a failure.

Figure 2.15 shows a semi-log plot of the time taken by each of the approaches
to establish a connection or to report a failure in a low-latency network. The time
distribution of successful connections (plotted above the x-axis) varies widely

for the P2PNAT approach, while that of the second STUNT approach is very
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consistent. This is because the P2PNAT approach repeatedly initiates a connec-
tion until one of them succeeds or a timeout occurs, while the second STUNT
approach only initiates one connection. From the graph in Figure 2.15(a), a fair
number of connections do not succeed until 21 seconds into the connection at-
tempt, thus requiring a large timeout to achieve the estimated success rate deter-
mined earlier. In several cases, a dangerous side-effect of such a large timeout
is observed when port-prediction fails and a peer’s NAT responds with TCP
RST packets. This causes the P2PNAT approach to generate a SYN- ood as the
endhost repeatedly retries the connection until the timeout expires. Admittedly,
this problem does not exist in the original P2PNAT approach, since it does not

advocate port-prediction.

Overall, we nd that the second STUNT approach is the most robust ap-
proach in establishing peer-to-peer TCP connections in the Internet today. It
succeeds 88% of the time and does not require spoo ng, RAW sockets, supe-
ruser privileges or TCP simultaneous open support. We also nd that it is the
simplest to implement out of all the approaches and works on both Linux and
Windows. We encourage application developers to adapt this approach to pro-
vide TCP NAT-traversal in their peer-to-peer applications that currently cannot

establish TCP between NATed peers.

2.6 Related Work

NAT traversal is an idea that has long existed since itwas rst proposed for UDP
by Dan Kegel, and used for P2P gaming, in the late 90’s. His basic approach was

standardized and published in [100]. The UDP approach has resulted in several
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working documents and Internet drafts that classify UDP behavior of NATs [56]
and propose standardization of the same [7]. The area of TCP NAT-traversal
without explicit control of the NAT, however, is fairly new. Several approaches
have been analyzed in this chapter [48, 24, 11, 28] and have been demonstrated
to traverse NATs in the current Internet. In [28], the authors present a similar
study where the authors test a small subset of UDP and TCP NAT characteristics
for a number of NATs. We present the rst broad study of NAT behavior and
peer-to-peer TCP establishment for a comprehensive set of TCP NAT traversal

techniques over a wide range of commercial NAT products.

Protocols such as UPnP [73] and MIDCOM [111] allow endhost applications
to explicitly control the NAT in order to facilitate peer-to-peer connections. The
downside of this type of approach is that they require that these protocols exist
and are enabled in the NAT. An application developer cannot depend on either

of these, and so for the time being they are not an attractive option.

Another endhost approaches to TCP connectivity includes TURN [97],
where TCP data is proxied by a third party. This third party represents a po-
tential network bottleneck. Teredo [54] allows IPv6 packets to traverse IPv4
NATs by tunneling IPv6 over UDP. Here, TCP runs natively in the sense that it
is layered directly above IPv6. Teredo has been implemented in the Windows

OS, but to our knowledge is not widely used.

2.7 Conclusion and Future Work

This chapter presents the rst measurement study of a comprehensive set of

NAT characteristics as they pertain to TCP. While this study shows that there
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are a signi cant number of problems with TCP traversal of current NATs, it
nevertheless gives us much to be optimistic about. Even with existing NATSs,
which have not been designed with TCP NAT traversal in mind, we are able to
show a 88% average success rate for TCP connection establishment with NATs
in the wild, and a 100% success rate for pairs of certain common types of NAT
boxes. These numbers are especially encouraging given that only a couple years
ago, it was widely assumed that TCP NAT traversal was simply not possible.
While a failure rate of 11% is not acceptable for many applications, the users
of those applications at least have the option of buying NAT boxes that allow
TCP traversal (e.g. Linksys). Additionally, NAT vendors have the option of
designing their NAT boxes to be more TCP friendly; to this end, RFC 5283 [45]

lays out guidelines for NAT vendors.

This study is limited in several respects. First, we did not test all existing
NAT boxes. For the most part our study was limited to NAT boxes available in
North America. Second, our eld test is too small and biased to be able to accu-
rately predict success rates broadly. Using market data helps, but even this data
was limited in scope and in detail. Third, we tested only for home NATs. Port
prediction in enterprise networks for delta type NATs will succeed less often,
and it would be useful to measure this. Fourth, although TCP NAT traversal
techniques apply broadly to rewalls, we did not test rewalls outside the con-
text of NAT. Nor did we test IPv4-IPv6 translation gateways. Finally, like most
measurement studies, this is a snapshot in time. Indeed, during the course of
this project, new versions of the same NAT product exhibited different behavior
from previous versions. Moving forwards, we hope that our TCP NAT traversal
test suite can continue to be used to broaden our knowledge of NAT and rewall

characteristics as well as to track trends in NAT products and their deployment.
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CHAPTER 3
SHUTUP: REDUCING UNWANTED TRAFFIC

An ongoing problem in the Internet is that of large scale DoS attacks
launched from botnets, worms, and port scanning. A wide variety of systems
have been deployed or proposed that address one or more of these types of
unwanted traf c, including [137, 136, 2, 61, 6, 69] that require in-network infras-
tructure help to Iter DoS traf c, and [132, 131, 105] for worm detection and
mitigation. By requiring infrastructure deep in the network, these approaches
are forced to forfeit the bene ts of an E2E deployment model [103] that has en-
abled the edge of the Internet to evolve much faster than the middle. It is no
surprise, perhaps, that DoS attacks remain commonplace, and the Internet re-

mains vulnerable to ash wormes.

More recently, the authors of [4], propose a new approach of Itering DoS
traf c at the source endhost; however, to do so securely, the authors rely on a
clean-slate redesign of the network layer that adds cryptographic accountability
to each packet. While we like this idea of Itering at the offending endhost,
requiring a clean-slate Internet Protocol is far too heavy-weight. We believe
DosS attacks can be mitigated using E2E techniques with far more light-weight

mechanisms.

In this chapter, we explore a new point in the solution design space. In par-
ticular, we propose a pure end-to-end ShutUp Service that does not require any
changes to the protocol stack, nor require any in-network infrastructure. In
essence, a host that receives packets can tell the sending host to rate-limit or

stop sending packets to it. This is enforced at the sending host by a tamper-
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resistant enforcement agent, for instance implemented in the NIC device or in a

protected virtual machine.

This ShutUp service is used by the receiver of packets (the recipient) to man-
age network and resource DoS attacks. The ShutUp is used as a capability-based
rate-control system. After an initial short grace period during which the sender
(initiator) can send at full speed, the enforcement agent at the initiator imposes
a low rate unless the recipient explicitly allows a higher rate. The recipient may
request a smaller or zero rate at any time, for instance in response to increased

volume.

If the agent receives a signi cant number of ShutUp signals, it responds by
slowing the rate at which connections to new hosts can be initiated. This slows
down scanning worms, and port scanning (collectively called scanning attacks in
this paper). In the case of port scanning, the slow down reduces the severity of
the problem. In the case of scanning worms, the slow down buys precious time

for other mechanisms (e.g. human response) to kick in.

The ShutUp service is implemented through the simple request-challenge
handshake shown in Figure 3.1. The recipient sends a ShutUp message in re-
sponse to an unwanted ow F. The enforcement agent at the initiator validates
that indeed the recipient sent the ShutUp by sending a challenge message with a
nonce to the recipient that the recipient must acknowledge. While the design of
the ShutUp service requires no infrastructure support, our design intentionally
allows it to operate between any pair of systems on the physical path of packets
between initiator and recipient. This maximizes the deployment options, allow-
ing intervention by the middle where appropriate. The main rationales for this

E2E approach are as follows.
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Initiator Recipient

Unwanted Flow (F)

ShutUp (F, Nonce R, ...)
e

Challenge (F, Nonce R, Nonce_|I)
—>

Response (F, Nonce )
<

Figure 3.1: Basic ShutUp operation: Recipient NM sends SHUTUP for un-

wanted data. Initiator SM validates ShutUp was sent by pur-
ported recipient before blocking the ow at the source. Nonces
protect against spoo ng.

By putting enforcement at the misbehaving host, we maximize the scenar-
ios whereby the ShutUp service can be effective. For instance, hosts within

an enterprise or datacenter would be protected from each other.

By allowing recipient endhosts to issue ShutUp requests, we maximize
the potential of integrating with external mechanisms to detect unwanted
packets, such as those based on application-speci ¢ knowledge (e.g. [92]).
At the same time, by allowing rewalls or even routers on the data path
to issue ShutUp requests, we can exploit the broader knowledge a rewall

has due to its vantage point.

The ShutUp service requires no new changes to existing protocols or to
infrastructure equipment. While we do not want to pretend that glob-
ally deploying ShutUp (or any other defense system) is easy, the deploy-

ment model for ShutUp is intriguing because it could be accomplished
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with buy-in from a relatively small number of organizations in one or a
few industry segments: OS, rewall, or antivirus vendors. Neither router

vendors nor ISPs need be involved.

The deployment model for the ShutUp service is two-pronged. The rst
deployment model is purely E2E: the ShutUp service is enabled in hosts by
default when they are sold by the vendor or when software is upgraded. This
model leverages well-intentioned users [106] and lay users that do not wish to
participate in DDoS attacks but who are technically incapable of securing their
host from becoming part of a botnet. ShutUp could additionally be enabled by
default in off-the-shelf customer NAT devices. The key advantage of this E2E
deployment model is the small number of vendors buy-ins needed to deploy
ShutUp. The top OS vendor, virtualization vendor, anti-virus vendor, or top-

two NAT vendors, can each independently reach over 50% of hosts [39, 37, 120].

Enterprises, of course, can enable ShutUp internally without any vendor
buy-in. By doing so, enterprises can protect themselves from internal ash
worm breakouts that can otherwise cause millions of dollars worth of dam-

age [77].

The second deployment model is for ISPs to have ShutUp enforced at the
edges of their network. Doing so expedites deployment in networks where the
upgrade cycle of hosts is too slow for the E2E deployment model to gain mo-

mentum.

Globally, however, we can expect to see some (hopefully small) percentage
of hosts without ShutUp enforcement. These would be hosts that have either

physically disabled or opted-out from the ShutUp service, and are on ISP net-
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works without ShutUp enforcement. Opting out certainly allows individuals to
launch attacks from their own hosts, but they are unable to enlist the help of

botnets, thus mitigating the attack by several orders of magnitude.

Although the ShutUp service borrows from recent work in DoS defense sys-
tems that exploit endhost support, it is unique in several ways. Argyraki and
Cheriton [6] propose the use of a handshake similar to ShutUp, but require en-
forcement devices in the network near the attacker, and a control device on
the attacker-side of the bottleneck resource. By contrast, ShutUp is a pure E2E
mechanism. In particular, ShutUp avoids the need for a control device outside
of the bottleneck resource through a capability mechanism. To our knowledge,
Shaw is the rst to propose putting enforcement at the endhost [106]. The ap-
proach has some limitations, in particular with respect to source address spoof-
ing and the scoping of ShutUp requests, and in any event only outlines the
approach and does not experiment. It is fair to characterize ShutUp as a deeper
exploration of the same vision. AIP [4] is a new network layer architecture
with two-level self-certifying addresses. Among the many uses of this archi-
tecture, it can defend against DoS through an E2E handshake with enforcement
at the endhost (putting the mechanism in a tamper-proof NIC card). Notably
AIP still requires infrastructure support, to detect source address spoo ng by
attackers. ShutUp works with legacy network layers, does not require cryp-
tographic mechanisms, and prevents source address spoo ng at the tamper-

resistant driver in the attacking endhost.

This chapter makes the following three contributions. First, we present the
rst design and implementation of a pure E2E ShutUp service. The ShutUp protocol

itself is quite simple, allowing us to con dently reason about its security prop-
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erties and the correctness of the implementation. The enforcement module, for
instance, is implemented in less than 200 lines of Python code. This small foot-
print also maximizes the deployment options. For instance, the ShutUp protocol
may be implemented in a NIC or on small wireless devices. It requires no en-
cryption or key distribution, allowing us to avoid the associated complexity and
hazards. Second, we analyze the ShutUp service’s effectiveness as a DoS prevention
mechanism. We show, for instance, that a host with 10Mbps of access bandwidth
can completely stop a 10Gbps attack from 10,000 ShutUp-enabled hosts behind
broadband links. Finally, we analyze the ShutUp service’s effectiveness as a defense
against scanning attacks. Of particular interest here is the trade-off between effec-
tiveness (how quickly scanning attacks are discovered and how much they are
slowed down) and false positives (identifying legitimate activity as scanning
attacks). For example, we show that ShutUp slows down scanning worms to
the same degree as existing approaches while reducing false positives by two

orders of magnitude.

3.1 ShutUp Details

This section starts with an overview of the ShutUp components, followed by a

detailed description of its operation.

3.1.1 ShutUp Components

There are two components in ShutUp, ShutUp modules (SM) and noti cation mod-

ules (SM). As illustrated in Figure 3.2, an SM is deployed at the initiator, out
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Initiator Recipient

App.

User] ShutUp
VM VM

Virtualization

Layer (VMM)
Network
Hardware
\ :
\’\_/éj Firewall
Alternate SM Placement
Initiator Initiator
App. App.

Endhost / Endhost

Network
Hardware

NAT/Firewall

To Recipient

Figure 3.2: ShutUp Module (SM) Option 1. The SM runs in a separate
tamperproof VM. Network traf ¢ to and from the user VM is
routed through the SM by the VMM. Option 2: The SM runs
in the Network Interface Card. Option 3: The SM runs in the
user’s NAT/ rewall. The Noti cation Module (NM) runs at
multiple layers: in the recipient application, endhost OS and
recipient rewall. The initiator and recipient endhost setup is
symmetric (abbreviated for clarity).

of reach of untrusted components, from where the SM can exert direct control
over inbound and outbound traf c. NMs are deployed at the recipient at one
or more levels (application, endhost OS, etc.) from where they can analyze in-
bound traf c at multiple layers. The recipient NMs are responsible for identi-

fying unwanted ows and sending ShutUp messages, and the initiator SM is
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Table 3.1: ShutUp primitives and message contents

ShutUp Primitive
SHUTUP(FLOW, APPNAME, NONCER, TTL, IDym)
THROTTLE(FLOW, APPNAME, NONCER, TTL, RATE, IDywm)
Recipient NM directs initiator SM to ShutUp
or throttle a ow (5-tuple; wildcards allowed).
CHALLENGE(FLOW, NONCER, NONCE|, IDym)
Initiator SM requests con rmation of request
RESPONSE(FLOW, NONCE,)
DiscLAIM(FLOW, NONCE,)
Recipient NM con rms or denies original request
Query Primitive
QUERYAPPNAME(FLOW, NONCE))
APPNAME(FLow, APPNAME, NONCE))
SM queries remote NM for application name (to
block scanning attacks before probe is sent)

responsible for enforcing the recipient’s decision and for correct operation of
the ShutUp protocol. Since an endhost can both initiate and receive ows, NMs
and an SM are deployed in each endhost. The SM is the only trusted component
in the system; the NM is not a trusted component since it cannot affect ows to

other recipients.

3.1.2 Basic Operation

ShutUp offers two primitives (Table 3.1.2). The primary primitive, SHUTUP, is
used to block or rate-limit individual ows. The basic ShutUp operation illus-
trated in Figure 3.1 is fairly straightforward. The recipient NM sends a SHUTUP
request (unencrypted) in response to unwanted traf c. The request includes a
nonce (NONCER) for veri cation purposes. To save state, the nonce may be com-

puted as a cryptographic hash of the ow identi er and a local time-varying
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Table 3.2: State maintained by SM

Per L2 Neighbor

IPs . Source IP addresses validated
Per Destination IP

acknowledged : Sent throttle before initial timeout
Per Active Flow

id . 5-tuple plus source port offset
rate . Rate limit set for ow (possibly 0)
TTL : Time rate is in effect

4 timestamp : Time ShutUps and data for the ow
were last sent and received
Per Application

#tokens : Number of ShutUps allowed

rate . Current replenishment rate
shutups . Recipients that have sent ShutUps
whitelist . Recipients that never sent ShutUps

secret key. The initiator SM challenges the purported recipient with a second
nonce (NONCE,) and includes the rst nonce in the challenge. If NONCEg is val-
idated, the recipient completes the challenge by returning NoNCE,. Otherwise,
the recipient signals an error. The rst nonce protects against a spoofed SHUTUP
message and replays, while the second nonce protects against a spoofed re-
sponse, thus preventing attackers not on the physical path between the initiator
and recipient from abusing the protocol. Once the ShutUp is validated, the SM

blocks (or rate-limits) the unwanted traf c.

3.1.3 SM Operation

The SM: 1) prevents spoofed source address, 2) unilaterally rate-limits ows
after an initial grace period unless the NM explicitly allows a higher rate (ef-

fectively acting as an E2E capability), 3) enforces compliance with ShutUp re-
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Algorithm 3.1: at SM ONRECVFROMAPP(P)

if ISUNVALIDATED(P.IPg¢, PMACy4) then

1:
2: rate-limit . May be spoofed
3 endif
4. if FOREXISTINGFLOW(P) then
5: F  GETFLOWSTATE(P)
6 ADDSRCPORTOFFSET(P, F) . Obscure 5-tuple
7 if ISSHUTUP(P) then . App sending ShutUp/Throttle
8 if RCVDDATASINCESENTSHUTUP(F) then
o: forward . To net
10: else
11: drop . Redundant ShutUp
12: end if
13: else if FLOWRATELIMITED(F) then
14: rate-limit . Set by recipient
15: else if FLowBLOCKED(F) then
16: drop
17: else if INITIALTHROTTLETIMEOUT(F.IP4¢) then
18: rate-limit . Recipient under DoS?
19: else
20: forward
21: end if
22: else . New ow
23: if ISSHUTUP(P) then
24: drop . No ow to ShutUp
25: else if not NEWFLOWALLOWED(P) then
26: drop . For scanning attacks
27 else
28: F NEwOUTBOUNDFLOW(P)
29: ADDSRCPORTOFFSET(P, F)
30: forward
31 end if
32: end if

33: if not WASDRoOPPED(P) then
34: UPDATESENTTIMESTAMPS(F, P)
35 end if
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Algorithm 3.2: at SM ONRECVFROMNET(P)

SETVALIDATED(P.IPgg¢, P.MACg,)
if FOREXISTINGFLOW(P) then

F GETFLOWSTATE(P)

if ISSHUTUP(P) then

if SENTDATASINCERCVDSHUTUP(F) then

SENDCHALLENGE(P)
else

drop
end if

else if ISVALIDCHALLENGERESPONSE(P) then

if ISFORTHROTTLE(P) then

RATELIMITFLOW(F, P.RATE, P.TTL)

else
BLockFLow(F, P.TTL)

CHECKSCANNING(P.IPg, P.APP)

end if
else
SUBDSTPORTOFFSET(P, F)
deliver
end if
else
if ISSHUTUP(P) then
drop
else
F NEwINBOUNDFLOW(P)
deliver
end if
end if
if not WASDROPPED(P) then
UPDATERCVDTIMESTAMPS(F, P)
end if

. Learn IP

. Got ShutUp/Throttle

. Redundant ShutUp

. Unobscure 5-tuple
. Toapp

. New ow

. No ow to ShutUp
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quests, and 4) detects and slows scanning attacks. The state maintained at the
SM is listed in Table 3.1.3. The SM operations when forwarding a packet from
the application to the network and vice versa are listed in pseudo-code in Algo-
rithms 3.1 and 3.2 respectively, with key fragments highlighted in the descrip-

tion below.

Preventing Address Spoo ng

A host that can spoof source addresses can launch an attack without allow-
ing ShutUp requests to reach it. To prevent this, the SM must prevent source
spoo ng. The dif culty in doing this lies in determining what an acceptable
source address is. A rewall can be con gured with this information. An end-
host SM must however determine whether the endhost is authorized to use the
present address. It is hard for the SM to make this determination, especially if
the endhost statically assigns the address. However, we consider cryptographic

solutions [3] unnecessarily complex in this context.

The SM rate-limits sending unvalidated packets to each layer-two neigh-
bor, where validation requires receiving a packet for the purported IP address
from that L2 neighbor (Algorithm 3.1.1 and 3.2.1). Since the SM does not know
which addresses are spoofed and which not, rate-limiting, rather than blocking,
is necessary to give an unvalidated address a chance to be validated. If the ad-
dress is in fact spoofed, the validation does not succeed as long as the spoo ng
host is not on the same subnet as the recipient, because responses are not routed
back to the SM, and the rate-limit is maintained inde nitely. Since virtually all

applications send packets in both directions [65], validation is effectively piggy-
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backed on application traf c. The approach does not require any infrastructure

or changes to the protocol stacks.

We choose to validate the IP address and destination MAC pair rather than
just the IP address. Doing so foils two colluding endhosts on the same network
attempting to validate a spoofed address. For instance, a colluding L2 neighbor
may trigger validation by sending a packet to the endhost’s MAC with the des-
tination address set to the spoofed address  the resulting validation whitelists
the spoofed address, but for use with that neighbor only. Therefore for the secu-
rity of the mechanism, the SM must prevent spoo ng the source MAC address.
But since the SM has exclusive access to the physical network hardware, this is
not dif cult. (Section 3.2 discusses the case where the colluding host does not

have an SM.)

Delivering ShutUp Messages

ShutUp messages contain the 5-tuple (protocol number, and source and desti-
nation address and port) of the data ow they refer to. The messages are sent
along the datapath encoded as ICMP destination unreachable packets with the
5-tuple contained in the encapsulated payload headers. The reason for this is
that NATs and rewalls today already translate and forward ordinary ICMP
messages related a ow [110], and so will transparently forward ShutUp mes-
sages. Another option would be to use a shim layer between IP and the trans-
port, which we avoid since it modi es the protocol stack, thus breaking existing

middleboxes and application rewalls.
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Flow Initiation and ShutUps

A general problem with using multiway handshakes in DoS prevention mech-
anisms is that the validation message is likely to be dropped at the bottle-
neck link. If the attack is large enough, very few validation messages will get
through, and it will take a long time to slow the attack. To deal with this, the
SM enforces a rate-limit on ows that must be explicitly lifted by the recipient

NM. The rate-limiting operates as follows.

The SM initially allows the application to send at an unlimited rate on new
ows, but only for a short time interval. The interval is picked conservatively
(10 seconds in our simulations) within which time the recipient must send a
THROTTLE message indicating the allowed rate-limit for the ow. If neither
a THROTTLE nor a SHUTUP is received, the SM automatically rate-limits the
ow (Alg. 3.1.18). When the throttle’s TTL expires, the SM again rate-limits the
ow (to 10kbps in our simulations). The NM must periodically send throttles to

maintain the ow at high speed.

In addition to rate-limiting ow packets, the SM limits both inbound and
outbound ShutUp requests. For outbound ShutUp requests sent by the applica-
tion, the SM ensures that the associated ow exists, and has received data since
the last ShutUp was sent (Alg. 3.1.11). This gates ShutUp messages with ap-
plication traf c, preventing endhosts from abusing ShutUp messages to launch
certain attacks. Similarly, the SM ignores inbound ShutUp requests for ows
that do not existand ows on which no data has been sent since the last ShutUp
was received. These safeguards require the SM to maintain per- ow state and

timestamps.
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Legacy recipients: The automatic rate-limiting above does not affect legit-
imate ows to NM-enabled recipients, but creates tradeoffs for legacy recipi-
ents that lack a NM. On the one hand, the rate-limit mitigates DoS attacks on
legacy recipients incapable of sending ShutUps. While on the other hand, le-
gitimate ows to legacy recipients that last more than a few seconds are unnec-
essarily slowed. To avoid this latter issue, the SM disables the rate-limit if it
receives any packet for the ow from the receiver. But to prevent an attacker
from abusing this mechanism, the SM makes it hard for the attacker to spoof
a ow packet, for instance by adding a random offset to the source port in the
5-tuple! (Alg. 3.1.29); an attacker may attempt to brute force the 5-tuple, but the
SM can detect such an attempt. The security implications of this mechanism are

considered in Section 3.2.

Slowing Scanning Attacks

ShutUp usually slows the scanning application rather than cordoning off the
entire infected endhost, in order to reduce collateral damage to other applica-
tions. lIdentifying the application from just the ow 5-tuple is notoriously hard.
Firewalls often resort to complex deep-packet inspection to identify application

ows to dynamically selected ports. ShutUp avoids this complexity by having
the NM provide the application name in the ShutUp message. Doing so is not
hard for the NM, since it is deployed in the recipient application or endhost OS
and can readily query the application. Since the NM is not trusted in any event,

the name reported by the application is not veri ed.

Like NAT except only the local port for locally initiated ows is modi ed. Since in-
bound packets can be unambiguously delivered (Alg. 3.2.18), NAT traversal approaches are
not needed.
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At its simplest, the SM considers an anomalous rate (per unit time) of
ShutUps an indication of a scanning attack, at which point new ow initiations
for the application are rate-limited (lines 3.2.15 and 3.1.25). In principle, a num-
ber of other options can be used for detecting scanning attacks, for instance
based on the fraction of ows that receive ShutUps [131, 105], or more complex
introspection of the user application [36]. We base our choice on the simplicity
of the approach and the low number of false positives we encountered, as we

report in later sections.

The SM algorithm for slowing scanning attacks is as follows. The SM main-
tains a token bucket for each application. A token is consumed by each ShutUp
from a distinct recipient. Flow initiations to recipients are blocked if no tokens
are present; however, ows to a dynamic list of previously successfully con-
tacted recipients are not affected. Over time, tokens are replenished at a con g-
ured rate up to a maximum value, but persistent scanning decreases this rate at
which tokens are replenished. The reasoning behind these design decisions are

as follows.

Distinct recipients: Consuming one token for multiple ShutUps from the same
recipient limits the potential damage caused by a (malicious) recipient. For this
purpose, the SM maintains per-application state consisting of recipients that

have previously sent ShutUps.

Blocking by application: While the application name is piggybacked on
ShutUp requests as mentioned above, at ow initiation time the packet 5-tuple
does not, in general, identify the application. Since the rst ow packet can it-
self exploit a vulnerability [77], this creates a chicken-and-egg scenario where

the rst ow packet must be blocked if it is for the offending application, but
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to determine the application, the ow must be allowed and a ShutUp sought.
ShutUp breaks this dependency with the Query primitive (Table 3.1.2), which
is a simple request-response exchange whereby the SM queries the NM for the
name of the application the ow would reach if it were to be allowed. The
guery is not needed for well-known ports and is only invoked when the host
is believed to be participating in an attack. Legacy recipients without an NM

cannot respond to these queries.

New Recipients: To mitigate the impact of false positives, the SM maintains
a list of recipients contacted previously that have never sent a ShutUp for the
application. While ow initiations to new recipients are rate-limited during a

suspected scanning attack, ows to recipients on this list are whitelisted.

Rate limiting ow initiation: A common concern with thresholds is how the
threshold is picked. A low static threshold creates false positives, which we
determined in our dataset to be bursty, whereas a threshold high enough to ac-
commodate bursts allows sub-threshold scans that does not adequately slow the
attacker. For this purpose, ShutUp uses a dynamic threshold: the rate at which
new ow initiations are allowed is picked randomly (our implementation uses
an exponential distribution around a con gured mean), and this rate is halved
every time the token-bucket under ows. In effect, the rate-limit allows large
but short bursts of ShutUps for legitimate applications, while forcing persistent

scans to a much lower rate.
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3.1.4 NM Operation

A single recipient NM cannot detect the wide range of unwanted traf c we are
interested in (address scans, DoS, intrusions etc.). The design therefore accom-
modates separate collaborating NMs operating at various layers. Each NM tags
ShutUp messages with its ID and responds to challenges intended for it. That
said, how unwanted traf c is detected, for instance distinguishing between ash
crowds and DoS attacks, is beyond the scope of this thesis. We rely on exist-
ing or future methods of detecting these attacks at the application, endhost OS,
and recipient rewall, including IDS (e.g. [88]), CAPTCHASs [125], and exploit
detectors (e.g. [20]) as applicable. Given these detection mechanisms, ShutUp

answers the question of what to do once the attack is detected.

Out of the three, the design of the endhost OS NM is non-trivial. If the recip-
ient application is not running, the endhost OS must determine whether or not
to send a ShutUp. The choice is not clearcut because sending a ShutUp prevents
the source from reattempting the ow, at least until the ShutUp expires. Such
ShutUps hinder interactive applications such as web browsing if the web server
is momentarily unavailable. Further, if enough endhosts generate false posi-
tives, it unduly triggers the scanning defense at the initiator. This affects P2P
applications, for example, where stale membership information results in peers
attempting to contact a recently running (or crashed) application for some time.
To avoid these false positives, applications in ShutUp register an application-
speci ¢ linger time when binding to a port (few minutes for P2P applications,
in nity for server applications). The endhost OS does not send ShutUps for an
unbound port until the linger period expires. For legacy applications, the OS

NM may be con gured with a small default linger time.
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3.1.5 Protecting the SM

One of the challenges in implementing ShutUp is protecting the SM from being
subverted by endhost malware, while at the same time not placing undue con-
straints on the resources available to it. There are a number of E2E deployment
options, for instance, implementing the SM as part of the NIC rmware, in the
NAT/ rewall router, or as a virtualization layer. In the virtualization scenario,
user software and the SM are run in separate virtual machines (VM), and only
the ShutUp VM is allowed access to the physical network interfaces. Traf c to
and from the user VM is routed through the ShutUp VM (Figure 3.2), where the
SM can Iter packets as necessary. Designing the SM for the NIC, NAT/ rewall,

or ISP router near the initiator is, of course, more straightforward.

There are a number of reasons why we believe a VM-based deployment is
a good choice. First, desktop virtualization has come of age. VMs are used
today to allow users to run games, or business software on otherwise unsup-
ported operating systems [124, 86]. Second, a VM has access to more resources
(multiple cores, memory) than a hardware implementation (e.g. NIC). Based
on trace-driven simulations, we estimate a typical endhost will require around
256kB of SM state isolated from the user; tamperproof memory in hardware is
expensive, whereas a VMM can virtualize main system memory. Third, a VM
protected by a VMM provides a trusted platform [35] while being easy to up-
date once deployed. Updating hardware securely requires physical access. In
contrast, a VM can be securely upgraded by the VMM (assuming the VMM has
not been compromised). Finally, a VM is needed to demultiplex ShutUps for
middleboxes. With a hardware or NAT/ rewall SM, a ShutUp for a middlebox

(webproxy, virtual private network tunnel endpoint) resulting from traf c initi-
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ated by a single user would affect the entire middlebox, thus affecting all users
behind the middlebox. In a VM, a trusted version of the middlebox service can

run alongside the SM to redirect ShutUps to the offending user.

3.1.6 Deployment

Enterprises can deploy NMs and SMs with or without buy-in from hardware
and software vendors. The ability to protect enterprise hosts from one another,

particularly during internal worm outbreaks, provides incentive to do so.

Buy-in from the major OS vendors would result in rapid endhost NM de-
ployment, potentially through automated software update mechanisms. De-
ploying the SM securely, however, requires an environment isolated from mal-
ware already present in the endhost. Buy-in from the top ve PC vendors would
result in 49% deployment [38]; buy-in from the top ve home router vendors
would result in 79% [120]; and, buy-in from the top ve anti-virus vendors
would result in 91% global deployment [37]. It is therefore conceivable that
a concerted effort by 10 or so companies could realize a near global ShutUp
deployment in a few years time. At the same time, it isn’t necessary for all
concerned vendors to buy in. As we show later, even a partial deployment is

bene cial.

3.2 Attacking ShutUp

In this section we consider attacks on ShutUp components and mechanisms

through which an attacker may attempt to disrupt ow establishment.
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Attacker Model: We assume that the attacker has complete physical control
over a small number of hosts. In particular, the attacker can disable the SM on
these hosts. In addition, the attacker has software control over a much larger

number of compromised hosts.

We initially assume the attacker is not on the datapath between the initiator
and recipient. An on-path attacker, for instance on a compromised router, can
disrupt communication by dropping or modifying packets enroute even in the
absence of ShutUp. We later relax this assumption to consider eavesdroppers

on-path attackers that can observe but not modify in- ight packets.

Software Compromise: Vulnerabilities in the SM implementation or virtual-
ization layer could allow an attacker to gain control of the SM through software
methods. In case of compromise, the VMM can restore a pristine SM from read-
only media, and rely on automatic software update mechanisms to apply all
relevant patches. Physical access is required only if the VMM itself is compro-

mised or for updates to the readonly media.

Compromising the NM is less severe. A compromised NM may fail to
ShutUp unwanted ows, or worse, ShutUp ows that are not unwanted. In the
rst case, NMs deployed at other layers can still ShutUp unwanted ows. In the
second case, the danger is not so much to the recipient, since such an attacker
can block ows passing through the NM even without cooperation from the SM,
but rather to the initiator for being falsely implicated of unwanted traf c. How-
ever, the attacker must compromise multiple NMs at recipients contacted by the
initiator to successfully trigger the scanning defense, mitigating the severity of

the attack.
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Spoofed Packets: In order to spoof packets at an unlimited rate without
disabling the SM, the attacker must be able to complete the address validation
process by spoo ng the MAC address of the rst-hop router, which requires
physical access to a second endhost on the same network. With software-only
access to a given network, an attacker can at best hijack an address in that net-
work, but since the endhost would receive all packets for the hijacked address,
in particular ShutUp messages as well, there is little impact on ShutUp for do-
ing so. Consequently, the number of networks an attacker can spoof packets
from is limited by the number of hosts the attacker has physical accessto  sig-
ni cantly better than today, where up to 25% of edge ASs allow spoo ng [10].
If an attacker compromises a legacy (no SM) host on the subnet, it can fake the
MAC address of the router and then create arbitrary addresses on compromised
SM-enabled hosts. If the attacker already has such a foothold in a legacy host,

however, it can in any event spoof arbitrary addresses.

In order to successfully fake ShutUps, an attacker must be able to eavesdrop
packets. This is because, as previously mentioned, all ShutUp messages must
be validated before any action is taken by the SM, and the attacker must be
able to guess the nonces involved to fake the validation. But since nonces are
not encrypted, an eavesdropper can win a validation race. However, since the
eavesdropper cannot stop the in- ight challenge, the real recipient will generate
a con icting response. The SM can therefore at least detect the presence of an
eavesdropper, although not which of the responses is legitimate. In any event,
an eavesdropper can disrupt ows even without ShutUp, so ShutUp does not

introduce a qualitatively new attack.

7



Abusing ShutUp Messages: ShutUp messages are gated by application traf-

¢ at the SM. The mechanism prevents an attacker from ooding a victim with
ShutUp messages absent an application ow between the two. Even when a
ow exists, the number of ShutUp messages that can be sent is upper bound by
the number of ow packets. The same mechanism gates re ection attacks con-
sisting of ShutUp challenges if an attacker spoofs a stream of ShutUp messages;

the ampli cation factor for such attacks is at most one.

Avoiding Initial Rate-Limit: An attacker may attempt to disable the initial
rate-limit for unacknowledged ows by abusing the mechanism intended for
legacy recipients. Doing so requires the attacker to guess the random initiator
port, which requires on average 2'° guesses. After the rst few guesses, the
SM can detect the attack and lock in the rate-limit such that only a validated
THROTTLE may lift it. Thus an attacker cannot disable the initial rate-limit, nor
affect ows to NM-equipped recipients, and can at best target ows to legacy

recipients to be rate-limited; the recipient can counter by deploying an NM.

Triggering Scanning Defense: An attacker can trigger the scanning defense

at an endhost by convincing the initiator to contact recipients not expecting the
ows. For instance, a malicious website may return a webpage with inline
image URLs pointing to recipients not running a webserver. Alternatively, a
compromised router enroute to multiple destinations may fake ShutUps. While
ShutUp does not defend against such attacks, ShutUp limits the impact. First,
in the case of a duped application, the scanning defense only applies to the
one application and not to other applications running on the endhost. Second,
the defense does not affect communication to recipients that have never previ-

ously ShutUp the endhost, allowing the application to operate with diminished
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